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Defense Business and Industry

India issues RFP for six fast patrol boats to
boost naval capabilities.

22-Oct-25

The Government of India has issued a Request for
Proposal (RFP) to procure six fast patrol boats (FPBs)
for the armed forces, aimed at enhancing capabilities
for small team insertions, surveillance, reconnaissance,
and patrolling of water bodies. This initiative falls under
the '‘Buy (Indian-IDDM)' category, which mandates a
minimum of 60% indigenous content, promoting self-

reliance in defense manufacturing. The RFP
encourages participation from Original Equipment
Manufacturers (OEMs) and emphasizes national

security in the selection process. This procurement
reflects India's commitment to strengthening its naval
capabilities and supporting domestic defense industry
growth, crucial for maintaining security in conflict-prone
zones and ensuring strategic maritime dominance.

HAL to deliver indigenous HTT-40 trainer
aircraft to IAF from February 2026.

22-Oct-25

Hindustan Aeronautics Limited (HAL) is set to begin the
delivery of its indigenous HTT-40 trainer aircraft to the
Indian Air Force (IAF) by February 2026, following
delays attributed to supply disruptions of critical
TPE331-12B turboprop engines from Honeywell. This
aircraft will replace the Swiss Pilatus PC-7 MK-Il in the
IAF's training fleet, marking a significant step in India's
aerospace capabilities. The HTT-40 project emphasizes
indigenization, with 38% of its components sourced
from nearly 100 private suppliers, primarily from India's
MSME sector. Achieving military-specific certifications
will not only enhance the aircraft's operational reliability
but also open avenues for potential exports, reinforcing
India's position in the global defense market.

Zorawar Light Tank with NAG MK-2 ATGM
Set for Army Induction This

Winter

22-Oct-25

The Defence Research and Development Organisation
(DRDO) has successfully validated the combat
readiness of the Zorawar light tank with the indigenous
NAG MK-2 Anti-Tank Guided Missile (ATGM), paving the
way for its induction into the Indian Army this winter.
Designed for high-altitude operations, the Zorawar
combines advanced mobility, firepower, and protection,
addressing the challenges posed by China's ZTQ-15
light tanks along the Line of Actual Control. With
features like explosive reactive armour and enhanced
situational awareness, this tank signifies India's
growing autonomy in defense technology and armoured
warfare. The impending deployment underscores a
critical shift in India's military strategy, enhancing its
deterrence capabilities in mountainous terrains while
demonstrating significant strides towards self-reliance
in defense manufacturing.

CSL enhances naval capabilities by
upgrading Brahmaputra frigates and
boosting indigenous warship

production.

22-Oct-25

Cochin Shipyard Limited (CSL) is spearheading the
Indian Navy's modernization drive, focusing on the re-
engineering of aging Brahmaputra-class frigates to
extend their operational life amid increasing maritime
tensions in the Indian Ocean Region. Chairman Madhu
S Nair highlighted CSL's robust role in the maintenance,
repair, and overhaul ecosystem, emphasizing a move
towards self-reliance in naval sustainment. The
program includes significant upgrades with indigenous
technologies and a broader push worth 5,000 crore for
mid-life refits. Furthermore, CSL is advancing projects
for new vessels, including Anti-Submarine Warfare
corvettes and Next-Generation Missile Vessels,
reflecting India's commitment to boosting indigenous
warship production and enhancing maritime security
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capabilities. This initiative underscores India's strategic
focus on naval preparedness and self-sufficiency in
defense.

Singapore Launches Victory: Its Largest,
Most Advanced Multi-Role Combat

Vessel

22-Oct-2025

Singapore launched its largest and most advanced
warship ever, the Multi-Role Combat Vessel (MRCV)
Victory, on October 21, 2025, marking a significant
milestone in the Republic of Singapore Navy's fleet
modernization. Built by ST Engineering and developed
with the Defence Science and Technology Agency and
international partners, Victory is a 150-meter, 8,000-
tonne vessel designed as both a powerful frigate and
an unmanned "mothership." It supports a variety of
unmanned systems—airborne, surface, and underwater
—and enhances Singapore’s ability to safeguard critical
maritime trade routes, including the South China Sea
and Strait of Malacca. With an operational range over
7,000 nautical miles and endurance of 21 days without
refueling, Victory can perform diverse missions by
hosting modular payloads and advanced weaponry
such as the Strales 76mm guided gun and ASTER
surface-to-air missile system. The introduction of this
flexible, drone-capable vessel reflects Singapore’s
strategic focus on future-ready naval capabilities,
combining stealth, automation, and modularity. The first
of six MRCVs, Victory will undergo sea trials and be
progressively delivered from 2028, replacing the older
Victory-class missile corvettes from 1989. This launch
underscores Singapore's evolving defense posture in a
complex regional maritime environment.

Zelenskyy, Kristersson Seal Defense Pact to
Supply Up to 150 Saab Gripen Jets to

Ukraine

22-Oct-2025

Ukrainian President Volodymyr Zelenskyy visited
Sweden on October 22, 2025, to sign a significant
defense cooperation agreement with Swedish Prime
Minister UIf Kristersson, potentially enabling Ukraine to
acquire up to 150 Saab Gripen E fighter jets over the
next 10 to 15 years. The visit followed Zelenskyy's prior
stop in Norway, where additional energy support for
Ukraine was pledged ahead of winter. The letter of
intent signed in Linkdping, home to Saab’s
manufacturing facilities, marks a major milestone in
Sweden's long-standing military support to Ukraine,
which has already included a range of advanced
weaponry. The Gripen E, regarded as one of the world’s

most advanced 4.5-generation fighter jets, is seen by
Kiev as crucial to strengthening its air capabilities
against Russian aggression. Ukrainian pilots are already
training on these jets, with hopes to begin operational
use in the near future. While deliveries are expected to
begin within three years, Sweden emphasized this as
the start of a long-term strategic partnership,
underscoring its commitment to a strong and capable
Ukraine in the ongoing conflict. This development is
notable amidst evolving Western military aid dynamics
towards Ukraine.

IAI Unveils LAHAT ALPHA: Next-Gen
Laser-Guided Missile with Double Range
and Enhanced Precision

22-Oct-2025

Israel Aerospace Industries (IAl) unveiled the LAHAT
ALPHA missile on October 21, 2025, a next-generation
laser-guided anti-tank missile that doubles the range of
the original LAHAT missile from 10 to over 20
kilometers. This new variant is two meters long, weighs
25 kilograms, and features a larger warhead available in
anti-tank and fragmentation versions. Its advanced
laser homing guidance allows engagement beyond line
of sight, overcoming GPS denial and limited visibility,
thus enabling precise strikes on armored vehicles,
fortified structures, coastal targets, and fast-moving
threats. The missile is versatile, capable of launch from
105mm and 120mm platforms on land, sea, or air,
including vehicles and helicopters. The development
aligns with modern military requirements for longer-
range, precision volume firepower, especially relevant
for operations in urban and asymmetric environments.
IAl president Boaz Levy highlighted LAHAT ALPHA's
enhanced lethality, range, and cost-effectiveness,
reinforcing its role in meeting future combat
challenges. The missile benefits from decades of
operational experience with its predecessor, widely
used by various armed forces globally, including Israel’s
Defense Forces. This advancement may appeal to
Indian defense forces for their evolving battlefield
needs.

Lockheed Martin to Test Space-Based
Missile Interceptor by 2028 Under U.S.
‘Golden Dome’ Defense Program

22-Oct-2025

Lockheed Martin announced its plan to conduct an on-
orbit demonstration of a space-based missile
interceptor by 2028, a pivotal component of the U.S.
Golden Dome missile defense initiative aimed at
strengthening homeland security amid rising threats
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from China and Russia. The Golden Dome program
envisions a multi-layered defense shield, with space-
based interceptors designed to detect and destroy
ballistic and hypersonic missiles during their boost or
mid-course phases, well before they can threaten
territory. Lockheed Martin's CEO Jim Taiclet highlighted
the company's evolving approach to research and
development in achieving this goal. The technology
promises to address current gaps in missile defense,
particularly against highly maneuverable hypersonic
threats that challenge existing systems like THAAD and
PAC-3. Lockheed is competing with other major
defense contractors like Northrop Grumman to lead this
critical development. This test marks a significant
advance in missile defense, potentially reinforcing
India's strategic interests by demonstrating U.S.
commitment to maintaining technological superiority in
space and missile defense domains. The
announcement was made in October 2025,
underscoring the urgency and importance of the project
within the evolving global security landscape.

India's Archer-NG MALE UAV achieves
successful maiden flight, enhancing
defense capabilities.

22-Oct-25

India marked a significant advancement in its defense
technology with the maiden flight of the indigenous
Archer-NG Medium Altitude Long Endurance (MALE)
Unmanned Aerial Vehicle (UAV), conducted by the
Defence Research and Development Organisation
(DRDO) on October 20, 2025, at the Aeronautical Test
Range in Chitradurga, Karnataka. The Archer-NG
completed a successful 45-minute flight, showcasing
its capabilities in autonomous operation, advanced
avionics, and fully indigenous turbocharged engine.
Designed for both surveillance and armed operations,
the UAV can carry payloads up to 300 kg and reach
altitudes of 30,000 feet, positioning it as a vital asset
for future military missions. Officials highlighted that
the success of the Archer-NG reflects India’s drive
towards self-reliance in the defense sector, aiming to
reduce reliance on imports and bolster operational
flexibility for the armed forces. The program, led by
DRDO in collaboration with Hindustan Aeronautics
Limited and other national agencies, is expected to
further strengthen India’s aerial combat and
surveillance infrastructure, with ongoing trials set to
validate its operational readiness for deployment.

DRDO collaborates with Sagar Defence to
develop advanced UXOR for IAF's safety and

efficiency.

22-Oct-25

In a significant advancement for India's defense
capabilities, the Defence Research and Development
Organisation (DRDO) has partnered with Sagar Defence
Engineering to mass-produce the Unexploded Ordnance
Handling Robot (UXOR) for the Indian Air Force (IAF).
This indigenous technological breakthrough enables
safe handling of explosive devices weighing up to 1,000
kilograms, enhancing safety during bomb disposal
operations. The UXOR features remote operation
capabilities up to 2 kilometers and boasts six hours of
battery life, ensuring effective deployment in diverse
terrains. Given rising geopolitical tensions and the
legacy of unexploded munitions, the UXOR represents a
crucial tool that minimizes risks to personnel, thereby
allowing the IAF to maintain focus on strategic
objectives while enhancing operational efficiency in
explosive ordnance disposal tasks.

PLAAF Shifts from PL-15 to PL-16 After
India's Sindoor Operation Insights

22-Oct-25

The People’s Liberation Army Air Force (PLAAF) is
reportedly shifting its focus from the PL-15 beyond-
visual-range air-to-air missile (BVRAAM) to the new
PL-16, capable of better integration with stealth
platforms like the J-20. This change follows India’s
Operation Sindoor, where captured PL-15E missiles
from downed Pakistani jets allowed Indian forces to
analyze their technologies. Analysts suggest this move
aims to address vulnerabilities exposed by India's
electronic warfare capabilities, as the PL-15E
demonstrated significant failure rates. The PL-16's
streamlined design and enhanced range potentially
bolster China's air capabilities, but the reliance on older
models highlights a transitional gap that may affect the
PLAAF's operational readiness amidst growing tensions
in the Indo-Pacific.

DRDO's Kusha M3: Compact 400km
Hypersonic Interceptor Surpasses Russian

Design

22-Oct-25

The Defence Research and Development Organisation
has introduced the Kusha M3 missile, a hypersonic
interceptor with a 400 km range and a highly compact
form factor at 1,673 kg, setting new efficiency
standards against contemporary systems like Russia’s
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40N6E. The Kusha M3 supports a multi-layered air
defence architecture and incorporates advanced
materials, modular design, dual-pulse solid rocket
motors, and an active electronically scanned array radar
seeker, ensuring high accuracy and operational
flexibility against stealth, ballistic, and hypersonic
threats. Designed to intercept aircraft, drones, and
ballistic missiles at extreme ranges and altitudes, it
features a 450 mm kill vehicle for greater lethality,
precision guidance, and rapid response. Fully integrated
with existing assets such as Akash, and supported by
indigenous technology under the Aatmanirbhar Bharat
program, the M3 is scheduled for user trials by 2027
and promises to bolster India’s strategic air defence
while reducing logistical and operational burdens.

Defense Policy and Budgeting

Defence Ministry mandates 75%
indigenous content for IAF's MRFA
proposal, seeking improved local
manufacturing.

22-Oct-25

The Indian Defence Ministry has recently flagged the
Indian Air Force's (IAF) proposal for procuring 114
Multi-Role Fighter Aircraft (MRFA), stating that the
submission was “incomplete” and fell short of
mandatory requirements for indigenous content under
the Atmanirbhar Bharat initiative. Officials have
reiterated that any foreign vendor must ensure at least
75% local content, highlighting the government's
continued push for selfreliance in defense
manufacturing. Dassault Aviation, whose Rafale jets are
considered a leading contender, has been asked to
participate in renewed discussions focused on a robust
domestic production strategy. This comes at a critical
juncture, as the IAF's active combat fleet remains
limited to roughly 30 operational squadrons against a
sanctioned strength of 42. The ministry stressed that
successful execution of the MRFA programme would
benefit India’s defense ecosystem by fostering
partnerships with Indian suppliers and MSMEs, and is
expected to address key capability gaps while
strengthening the country’s air superiority, with further
updates anticipated following high-level meetings in
October 2025.

Politics

Discussions on Ladakh statehood and
compensation ongoing at Kartavya

Bhawan.

22-Oct-25

Key discussions on Ladakh's statehood are ongoing at
Kartavya Bhawan between the Leh Apex Body (LAB)
and Kargil Democratic Alliance (KDA) with senior Home
Ministry officials. This meeting, the first since recent
violent clashes that resulted in civilian casualties, aims
to address demands for statehood and Sixth Schedule
inclusion, alongside compensation for affected
families. The unrest erupted during climate activist
Sonam Wangchuk’s hunger strike, which authorities
claim incited violence. The Centre has initiated a
judicial probe into the incidents, underscoring the need
for dialogue and conflict resolution in Ladakh. This
situation highlights the critical balancing act the Indian
government must maintain between local aspirations
for autonomy and the broader stability of the region.

Geopolitics and Security Alliances

Trump Backs AUKUS Pact, Greenlights
Australia’s Nuclear Submarine Deal to
Counter China’s Indo-Pacific Rise

22-Oct-2025

In a significant development reinforcing the AUKUS
security pact, US President Donald Trump has declared
"full steam ahead" on the agreement, signaling strong
support for Australia's acquisition of nuclear-powered
Virginia-class submarines. During his October 2025
meeting with Australian Prime Minister Anthony
Albanese in Washington, Trump assured that the deal,
originally signed in September 2021, was progressing
rapidly after a period of uncertainty due to a US
administration review. The pact aims to bolster regional
security by providing Australia with at least three
advanced submarines and fostering trilateral
cooperation in emerging technologies like quantum
computing, hypersonics, Al, and cyber defense.
Australia has invested billions in upgrading naval
infrastructure, including submarine bases at HMAS
Stirling and Henderson in Western Australia, securing a
strategic foothold for US and UK forces in the Indo-
Pacific. The AUKUS pact is viewed as a crucial counter
to China's growing military influence, especially amid
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https://wa.me/?text=%2ADefence%20Ministry%20mandates%2075%25%20indigenous%20content%20for%20IAF%27s%20MRFA%20proposal%2C%20seeking%20improved%20local%20manufacturing.%2A%0A_22-Oct-25_%0AThe%20Indian%20Defence%20Ministry%20has%20deemed%20the%20Indian%20Air%20Force%27s%20proposal%20for%20the%20acquisition%20of%20114%20Multi-Role%20Fighter%20Aircraft%20%28MRFA%29%20as%20%22incomplete%2C%22%20emphasizing%20the%20necessity%20for%20a%20minimum%20of%2075%25%20indigenous%20content%20in%20line%20with%20the%20%27Atmanirbhar%20Bharat%27%20initiative.%20The%20Ministry%20has%20urged%20the%20IAF%20to%20engage%20in%20fresh%20discussions%20with%20Dassault%2C%20the%20frontrunner%20known%20for%20its%20Rafale%20fighter%20jets%2C%20to%20develop%20a%20robust%20local%20manufacturing%20strategy.%20This%20strategic%20pivot%20stresses%20the%20need%20for%20significant%20domestic%20production%20to%20bolster%20India%27s%20defense%20capabilities%2C%20especially%20as%20the%20IAF%20currently%20operates%20only%20around%2030%20of%20the%2042%20sanctioned%20squadrons.%20The%20successful%20realization%20of%20this%20acquisition%20could%20provide%20substantial%20industrial%20benefits%2C%20fostering%20growth%20for%20numerous%20Indian%20suppliers%20and%20MSMEs%20while%20addressing%20critical%20gaps%20in%20India%27s%20aerial%20warfare%20capabilities.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
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recent South China Sea tensions. Trump emphasized
the importance of the pact to regional stability, assuring
Canberra of American military strength and continuous
support for the Indo-Pacific security framework.
Australia’s defense commitments and investments
reflect its resolve to uphold sovereignty and peace in
the region.

Putin orders nuclear drills as Trump-Putin
summit gets postponed.

22-Oct-25

Russian President Vladimir Putin has ordered drills of
the country's nuclear forces, including the test-firing of
intercontinental ballistic missiles, amidst stalled
diplomatic efforts with U.S. President Donald Trump
regarding the ongoing war in Ukraine. Trump's planned
meeting with Putin in Budapest has been postponed, as
he expressed concerns about the potential for a "waste
of time" without effective groundwork. The Kremlin
emphasized the need for thorough preparation before
any summit, reflecting a cautious approach to dialogue.
Meanwhile, Russian Foreign Minister Sergey Lavrov has
reiterated Moscow's opposition to an immediate
ceasefire, complicating the prospects for peace talks.
This situation underscores the broader geopolitical
tension, as European leaders urge continued support
for Ukraine against Russian aggression and highlight
the importance of maintaining pressure on Russia
through sanctions and military aid. The lack of direct
dialogue between the U.S. and Russia raises concerns
about the war's escalation, with Ukraine seeking
enhanced support, including weaponry, to strengthen its
position. The dynamics between the U.S. and Russia,
especially regarding Ukraine, remain critical, as both
nations navigate complex diplomatic and military
landscapes, significantly impacting regional and global
stability.

Strengthening India-US ties essential to
counter Chinese influence, expert

asserts.

22-Oct-25

Walter Russell Mead, a well-known American foreign
policy expert, has highlighted the urgent need to deepen
India-US relations as a pivotal strategy for countering
China’s expanding influence in the region. In a series of
interactions during October 2025, he led a delegation to
India where he met Prime Minister Narendra Modi and
senior government officials, reaffirming that India’s
leadership remains committed to advancing a robust
partnership with the US, despite recent bilateral
frictions over tariffs and visa fees. Mead described

closer cooperation in technology, defense, and trade as
critical to building a defensive coalition that safeguards
shared regional interests, particularly in the face of
China’s efforts to draw neighboring countries into its
orbit. The expert warned that unresolved issues
between India and the US, especially as the Trump
administration seeks to solidify its legacy, could
undermine this strategic partnership. Indian leaders are
optimistic about working with new US Ambassador
Sergio Gor, and recent diplomatic engagements signal a
renewed emphasis on mutual trust and global stability,
placing India’s interests and security at the heart of this
evolving alliance.

Report: Pakistan emerging as a safe haven
for Hamas operatives.

22-Oct-25

A recent report highlights that Pakistan is increasingly
becoming a haven for Hamas operatives, particularly
following the group's attack on Israel on October 7,
2023. Naji Zaheer, Hamas's representative in Pakistan,
has gained prominence at pro-Palestine events, sharing
platforms with notorious terror organizations like
Lashkar-e-Taiba and  Jaish-e-Muhammad. His
involvement in high-profile rallies and conferences
signifies Islamabad's apparent tolerance, if not
endorsement, of Hamas's agenda, raising concerns
regarding Pakistan's commitment to counterterrorism
efforts. This situation poses a challenge to Pakistan's
credibility as a global counterterrorism partner,
particularly in the context of its status as a U.S. Major
Non-NATO ally, while also reflecting broader
geopolitical implications for regional stability and
security.

UAE praises Pakistan-Afghanistan
ceasefire, highlights Qatar-Turkiye
mediation efforts.

22-Oct-25

The United Arab Emirates has expressed its support for
the recently reached ceasefire agreement between
Pakistan and Afghanistan, emphasizing the importance
of diplomatic efforts led by Qatar and Turkiye in
facilitating constructive dialogue. The UAE's Ministry of
Foreign Affairs highlighted the establishment of
mechanisms aimed at reinforcing peace and stability in
the region, reflecting a commitment to enhancing
security and meeting the developmental aspirations of
both nations. This diplomatic development underscores
the UAE's proactive role in regional geopolitics and
collaborative efforts to address ongoing tensions,
which could pave the way for improved relations
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between Pakistan and Afghanistan and contribute to
broader regional stability in South Asia.

North Korea launches missiles ahead of
leaders’ summit in South Korea.

22-Oct-25

North Korea has fired multiple short-range ballistic
missiles, marking its first launch since May, ahead of a
significant leaders' summit in South Korea next week.
The projectiles, detected by South Korea's military, were
launched from the vicinity of Pyongyang and traveled
approximately 350 kilometers before falling inland. This
provocative action comes as South Korean President
Lee Jae Myung and U.S. President Donald Trump
prepare for discussions at the Asia-Pacific Economic
Cooperation forum, with implications for regional
security dynamics. North Korea's continued missile
development, in defilance of international sanctions,
underscores the persistent threat it poses, heightening
tensions in the Asia-Pacific region and necessitating a
coordinated response from allies like the U.S. and
Japan.

India rebukes Pakistan's Kashmir claims at

Geneva, citing terrorism.
22-Oct-25

India firmly rebuked Pakistan for its attempts to raise
the Kashmir issue at the recent Geneva Assembly,
describing such interventions as habitual propaganda
lacking factual basis. Indian representative Sarangi
emphasized Jammu and Kashmir's legal accession to
India and highlighted Pakistan's destabilizing actions
through cross-border terrorism. She clarified India’s
decision to review the Indus Waters Treaty, citing
Pakistan's violations as a reason for its abeyance.
Sarangi reiterated that unless Pakistan ceases its
support for terrorism and withdraws from occupied
Indian territories, it holds no moral ground to discuss
India's sovereignty. This stance underscores India's
commitment to national integrity while promoting a
narrative of peace and stability amid persistent
challenges from Pakistan.

Netanyahu's India visit to enhance strategic
and technological ties.

22-Oct-25

Israeli Prime Minister Netanyahu's impending visit to
India aims to strengthen the strategic and technological
partnership between the two nations, focusing on joint
defense production and advanced technology sharing.
Key discussions are likely to center on enhancing air
and missile defense systems, particularly layered

intercept capabilities and counter-UAV technologies,
alongside cybersecurity and Al initiatives. The
collaboration will also emphasize semiconductor
cooperation, complementing India’s push for self-
reliance in chip manufacturing. Beyond defense, the
agenda includes agricultural technology and renewable
energy, underscoring both countries' commitment to
sustainable development. This visit symbolizes a
reinforced India-Israel alliance, positioned to address
regional challenges while promoting innovation and
security.

EU nations support strategic agenda to
enhance cooperation with India.
22-Oct-25

All 27 member nations of the European Union have
unanimously endorsed a new strategic agenda aimed
at enhancing cooperation with India, focusing on critical
areas such as defense, trade, and technology. This
agenda, set to be formalized at an upcoming India-EU
summit in New Delhi, emphasizes collaboration on
maritime security, cyber defense, and counterterrorism.
Additionally, it seeks to bolster regional connectivity
initiatives like the India-Middle East-Europe Economic
Corridor. The EU has also expressed intentions to
establish a Security and Defence Partnership with India,
highlighting both nations' commitment to safeguarding
multilateralism and a rules-based international order.
This strategic alignment underscores India's growing
global influence and the potential for deeper defense
industrial cooperation amidst a complex geopolitical
landscape.

Indonesia enhances defense with India's
BrahMos and China’s YJ-12 missiles for
maritime security.

22-Oct-25

Indonesia is set to enhance its maritime defense by
integrating India's BrahMos supersonic cruise missiles
and China's CM-302 (YJ-12) missiles into a
comprehensive missile umbrella as part of President
Prabowo Subianto's Minimum Essential Force 2035
roadmap. This $§1.45 billion initiative aims to strengthen
security across Indonesia's vast archipelago amid
increasing tensions in the South China Sea, where
Indonesia faces complex sovereignty disputes over its
exclusive economic zone near the Natuna Islands.
Despite ongoing territorial frictions with China,
Jakarta's strategy reflects a nuanced diplomatic
balancing act of cooperating with both New Delhi and
Beijing. The prospective $450 million BrahMos deal,
nearing finalization in 2025 after extensive negotiations
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and high-level visits, bolsters India's defense export
footprint in ASEAN and solidifies its strategic influence
in the Indo-Pacific. Meanwhile, acquiring China's
CM-302 offers Indonesia affordable, proven long-range
capabilities. This dual missile procurement enhances

Indonesia's deterrence against regional threats,
supports its aspirations for autonomous regional
defense, and underscores its evolving role in

maintaining stability amid South China Sea rivalries
involving major powers.

Trump links tariffs to national security;,
claims trade can resolve India-Pakistan

conflict.

22-Oct-25

US President Donald Trump recently asserted that he
has resolved multiple conflicts, including the
longstanding India-Pakistan dispute, through the
application of trade and tariffs, claiming that he warned
both countries a trade deal would be off the table if
hostilities resumed. Trump emphasized this approach
as a means to avert nuclear catastrophe, suggesting
that economic incentives can influence geopolitical
stability. However, India has consistently maintained
that its issues with Pakistan are bilateral matters that
require direct negotiations, independent of external
influence. This assertion by Trump highlights the
complex interplay between trade and security,
emphasizing the challenges of foreign intervention in
regional conflicts, and reveals the need for India to
engage with Pakistan through dialogue to achieve a
lasting resolution.

Trump announces 155% tariffs on China to
address trade imbalance and national

security concerns.

22-Oct-25

President Trump announced an escalation in U.S.-China
trade tensions, confirming a staggering 155% tariff on
China starting November 1, citing an economic
imbalance that has persisted under previous
administrations. He emphasized that these measures
are intertwined with national security, particularly in
light of China's energy trade with Russia amid the
ongoing conflict in Ukraine. This announcement aligns
with a broader strategy of utilizing trade policy to
protect American interests and restore industrial
resilience. The implications of these tariffs, seen as a
response to China's aggressive economic practices,
may strain global markets but reflect a determined
stance by the U.S. to recalibrate its trade relations in
pursuit of greater economic sovereignty.

Trump Celebrates Diwali, Discusses Trade
and Peace with PM Modi

22-Oct-25

In a significant display of cultural diplomacy, President
Trump marked Diwali at the White House, commending
Prime Minister Narendra Modi and celebrating the
Indian-American community's contributions. The event,
attended by senior officials and business leaders,
showcased a bipartisan resolution introduced in
Congress to recognize Diwali's religious and cultural
importance. Trump emphasized the festival's themes of
light over darkness and knowledge over ignorance,
reinforcing the spirit of unity and inclusivity in US-India
relations. This celebration not only highlights the
growing engagement between the two nations but also
reflects the importance of the Indian diaspora in
fostering stronger political and economic ties,
reinforcing India's significance as a key partner in global
affairs.

ISRO to launch AST SpaceMobile's
BlueBird-6 satellite on October 19,

2025.

22-Oct-25

The Indian Space Research Organisation (ISRO) is set
to launch the 6.5-ton BlueBird-6 satellite for Texas-
based AST SpaceMobile on October 19, 2025, utilizing
its most powerful rocket, the Launch Vehicle Mark-3
(LVM3). This satellite aims to enhance mobile
broadband connectivity in remote regions, addressing
the global digital divide by providing direct-to-device
services from Low Earth Orbit (LEO). BlueBird-6 is part
of a broader constellation plan that includes multiple
satellites designed to deliver extensive bandwidth and
improve mobile coverage. The successful launch,
managed by NewSpace India Limited, underscores
India's growing capabilities in the commercial space
sector and positions the nation as a key player in
satellite-based connectivity solutions.

NSCN(IM) chief Muivah visits native
Manipur village after 50 years.

22-Oct-25

NSCN (IM) chief Th Muivah has returned to his native
village Somdal in Manipur's Ukhrul district after a 50-
year absence, amid ongoing ethnic violence in the
region. His arrival was marked by a significant turnout
of locals, including traditional celebrations, as he is a
pivotal figure in Naga peace negotiations with the
Indian government. Muivah, who has been instrumental
in the peace talks since the NSCN (IM) ceasefire in
1997, plans to stay in Somdal for a week before
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heading to Dimapur. This visit occurs during a critical
period of unrest in Manipur, highlighting the fragile state
of peace and the importance of dialogue in resolving
long-standing conflicts in the region.

Congress accuses Modi of obscuring facts
amid Trump's Russian oil

remarks.

22-Oct-25

Recent statements by U.S. President Donald Trump
regarding India's oil imports from Russia have sparked
controversy, with the Congress party accusing Prime
Minister Narendra Modi of concealing essential details
from the public. Following a phone call between Trump
and Modi during Diwali, Trump claimed that India would
significantly reduce its oil purchases from Russia, a
statement he has made multiple times in recent days.
While the Congress has criticized Modi for allegedly
outsourcing key decisions to the U.S,, Indian officials
have maintained that the nation’s energy import policies
are driven by domestic economic priorities and not
external pressures. The Ministry of External Affairs
reiterated that India's decisions regarding oil imports
aim to protect consumer interests amidst a volatile
global energy market. Trump's remarks also come in
the context of heightened trade tensions between the
U.S. and China, as he announced substantial new tariffs
aimed at countering perceived economic exploitation.
This ongoing dialogue illustrates the delicate balance in
U.S.-India relations, as India seeks to navigate its
energy needs while maintaining its sovereignty in
decision-making. The situation underscores the
complexities of international diplomacy, where energy
security and economic interests often intersect with
geopolitical pressures.

Military Operations

ULFA-I militant involved in Assam army
camp attack killed in Arunachal

encounter.

22-Oct-25

In a significant operation conducted in the Namsai
district of Arunachal Pradesh, security forces, led by the
Assam Rifles, killed a suspected member of the banned
militant outfit United Liberation Front of Assam
(Independent) or ULFA (l). This encounter, which
occurred on the night of October 21/22, was a direct
response to an earlier attack on an Army camp in
Kakopathar, Assam, on October 17, where militants

used grenade launchers and automatic rifles, injuring
three soldiers. Following intelligence inputs about the
presence of ULFA (I) cadres in the area, the Assam
Rifles launched a counter-operation that resulted in a
fierce gun battle, leading to the death of the insurgent,
identified as Seargeant Major lwon Axom, along with
the recovery of an automatic rifle, an RPG round, and
other materials. The operation underscores the
persistent threat posed by militant groups in the region,
particularly as Arunachal Pradesh shares a strategically
significant border with China, which disputes India's
claim over the territory. The Indian security forces'
ongoing efforts to combat militancy in northeastern
India are crucial for maintaining stability in this border
area, thereby reinforcing national security.

Naval Commanders Conference 2025
focuses on operational readiness and
regional security cooperation.
22-Oct-25

The Indian Navy's biannual Commanders Conference
2025 commenced, emphasizing enhanced operational
capabilities amid sustained high activity levels,
particularly in light of Operation Sindoor. Key
discussions will center on interoperability with the
Indian Army, Air Force, and Coast Guard, reflecting the
Navy's commitment to addressing emerging threats in
the Indian Ocean Region and Indo-Pacific. Defence
Minister Rajnath Singh and other top military leaders
will provide insights on national security strategies,
including advancements in technology and logistics
under the Make in India initiative. This conference is
strategically important for assessing operational
readiness and reinforcing the Navy's role as a key
security partner in regional stability and cooperation,
aligning with India's broader geopolitical objectives and
the vision for Viksit Bharat 2047.

India elevates Kabul mission to embassy,
enhancing ties with Afghanistan.

22-Oct-25

India has officially upgraded its technical mission in
Kabul to the status of an embassy, marking a
significant step in enhancing bilateral relations with
Afghanistan after the Taliban's return to power in
August 2021. This decision follows a recent visit by
Afghan Foreign Minister Amir Khan Muttaqgi to India,
during which he emphasized the Taliban's commitment
to preventing any elements from using Afghan territory
against India's interests. Taliban Defence Minister
Mullah Yaqoob, while dismissing allegations from
Pakistan regarding India's involvement in clashes
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between Afghanistan and Pakistan, stated that Kabul
seeks to strengthen ties with New Delhi based on
mutual interests. This move reflects India's ongoing
strategy to engage with Afghanistan, primarily through
humanitarian and development assistance, despite not
officially recognizing the Taliban government. The
upgrade to embassy status is viewed as a positive
indication of India's goal to play a constructive role in
Afghanistan's stability and development, reinforcing its
position in regional geopolitics amid rising tensions
between Afghanistan and Pakistan. This development
is significant as it underscores India's commitment to
fostering peace and stability in a crucial region while
navigating complex diplomatic dynamics following the
Taliban's ascendance.

Rajnath Singh to attend Army Commanders
Conference in Jaisalmer.
22-Oct-25

Defence Minister Rajnath Singh is set to embark on a
three-day visit to Jaisalmer from October 23, coinciding
with the Army Commanders Conference, which is being
held in the region for the first time since Operation
Sindoor. This strategic gathering will see top Army
officials discuss border security, modern warfare
strategies, and the ongoing Year of Reforms focusing
on operational readiness and technological
advancements. Singh will pay tribute to fallen soldiers
at the Longewala border post and inaugurate several
development projects, including the Army War Museum
and related parks. This visit underscores India's
commitment to enhancing military preparedness in
response to evolving security dynamics along its
western frontier, highlighting the importance of
jointness and technological integration within the
armed forces.

India’s Exercise Trishul to strengthen tri-
service synergy in Sir Creek.

22-Oct-25

India is set to conduct Exercise Trishul in the
strategically important Sir Creek region, involving the
Army, Navy, and Air Force. This tri-service military drill
aims to enhance India's capability for integrated, multi-
domain operations, focusing on rapid manoeuvres and
precision strikes. The exercise will validate amphibious
and coastal defense capabilities, as formations
coordinate complex operations amidst the region's
challenging terrain. Sir Creek has become critical for
surveillance and deterrence, particularly given recent

underscores India's commitment to strengthening its
defense preparedness and operational synergy in a
region of significant geopolitical interest.

Assessing journalist challenges and
misinformation during Operation

Sindoor.

22-Oct-25

During a recent session at The Media Rumble 2025 in
Bengaluru, panelists discussed the challenges faced by
journalists during Operation Sindoor, highlighting the
surge of misinformation that undermined India's
narrative. Independent journalist Nirupama
Subramanian pointed out the contrasting narratives,
with some claiming Pakistan's victory, while Stanly
Johny criticized the Indian media's failures in
verification. Roman Gautam referred to the detrimental
impact of competitive nationalism among journalists,
labeling some as warmongers. Yogita Limaye stressed
the lack of protective measures and training for
journalists during conflicts, reflecting the broader risks
faced in war reporting. This discussion underscores the
critical need for responsible reporting, particularly in
conflict zones, to ensure accurate information that
reflects India's strategic interests.

Terrorism and Counterterrorism

Punjab Police arrest two terrorists in
Amritsar, seizing grenade and launcher
linked to ISI.

22-Oct-25

In a significant counter-terrorism operation, Punjab
Police arrested two operatives, Mehakdeep Singh and
Aditya, in Amritsar, seizing a rocket-propelled grenade
(RPG) and launcher intended for a targeted attack. The
arrests were made following intelligence inputs linking
the duo to Pakistan's Inter-Services Intelligence (ISI),
with the weapon reportedly delivered via drone.
Investigations are ongoing to uncover the broader
network involved, including connections to Harpreet
Singh, currently imprisoned, who directed the operation.
This incident underscores the persistent threat of
cross-border terrorism in India and highlights the
effectiveness of coordinated intelligence efforts to
thwart such attacks, reinforcing the need for vigilance
in national security strategies.

sightings of abandoned boats from Pakistan.
Conducting such a large-scale joint exercise
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Jaish-e-Mohammed launches online jihadi
course for women, led by Masood Azhar's

sisters.

22-Oct-25

Jaish-e-Mohammed (JeM), a Pakistan-based terrorist
group long implicated in attacks targeting India, has
reportedly inaugurated an online indoctrination and
training programme specifically targeting women under
the banner “Tufat al-Muminat.” This initiative, led by the
sisters of JeM’'s founder Masood Azhar, is being
conducted through encrypted messaging apps and
social media, enabling the group to recruit women into
its new women's wing, Jamaat-ul-Mominaat. This tactic
marks a notable shift in JeM's operational strategy,
intensifying concerns that women may soon be
deployed in sabotage and terror missions against
Indian targets. The programme is believed to include
modules on religious extremism and bomb-making, and
is aimed at radicalizing and mobilizing young women
for active roles in violent jihad. The move comes
against the backdrop of Indian airstrikes, like the
Balakot operation in 2019, which significantly damaged
JeM's infrastructure and forced it to adapt its methods
by relocating bases and pushing aggressive
fundraising. Despite Pakistan's repeated claims of
acting against terror outfits, the persistence and
evolution of groups like JeM threaten regional stability,
putting Indian security agencies on heightened alert.

Drone strike near Indo-Myanmar border
kills five NSCN-K militants.

22-Oct-25

A recent drone strike targeting the insurgent group
NSCN-K (Yung Aung) near the India-Myanmar border in
Arunachal Pradesh resulted in the deaths of five
militants, including bodyguards of a senior leader. This
follows an earlier attack on October 16, where
insurgents ambushed an Assam Rifles company
operating base, injuring two personnel. In response,
NSCN-K condemned the drone strikes, alleging civilian
casualties, including a man and an 8-year-old girl, and
labeling the attacks as violations of international
norms. These developments highlight the ongoing
tensions in the region and the Indian government's
commitment to counter-terrorism efforts, emphasizing
its resolve to address threats from insurgent groups
while navigating complex humanitarian concerns.

Cybersecurity and Information Warfare

Jaguar Land Rover hack costs UK economy
$2.5 billion, report reveals.

22-Oct-25

The recent cyber attack on Jaguar Land Rover (JLR), a
subsidiary of Tata Motors, has been classified as the
most economically damaging cyber event in UK history,
incurring an estimated cost of £1.9 billion
(approximately $2.55 billion). According to a report
from the Cyber Monitoring Centre (CMC), the incident,
which began on September 1, led to a five-week halt in
production and affected over 5,000 businesses within
JLR's supply chain. The ongoing fallout is expected to
delay full recovery until January 2026. The attack has
been categorized as a Category 3 systemic event,
indicating significant disruption, and highlights the
urgent need for better cybersecurity measures among
organizations. As  JLR  gradually  resumes
manufacturing, having incurred losses of about £50
million weekly, the incident serves as a stark reminder
of the vulnerabilities faced by major corporations in an
increasingly digital landscape. The British government's
provision of a £1.5 billion loan guarantee aims to
support the company and its suppliers during this
challenging period. This situation underscores the
critical importance of robust cybersecurity frameworks
to protect vital industry sectors from potential threats,
which is particularly relevant as global geopolitical
tensions heighten the risks associated with cyber
warfare.

Meta launches security tools for Messenger
and WhatsApp to protect users from

scams.

22-Oct-25

Meta has unveiled new security tools for Messenger
and WhatsApp designed to enhance account protection
and assist older adults in avoiding scams. As part of
Cybersecurity Awareness Month, these features
facilitate easier reporting of suspicious messages and
automatically block accounts exhibiting scam
behaviors. This initiative follows the detection and
disruption of nearly 8 million fraudulent accounts

across Meta's platforms. Additionally, Meta's
collaboration with the National Elder Fraud
Coordination Center aims to bolster information

sharing and response times to scams targeting seniors,
who collectively lost $4.8 billion to fraud last year. This
move significantly highlights the importance of
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https://wa.me/?text=%2AJaish-e-Mohammed%20launches%20online%20jihadi%20course%20for%20women%2C%20led%20by%20Masood%20Azhar%27s%20sisters.%2A%0A_22-Oct-25_%0AJaish-e-Mohammed%20%28JeM%29%2C%20a%20Pakistan-based%20terrorist%20group%20long%20implicated%20in%20attacks%20targeting%20India%2C%20has%20reportedly%20inaugurated%20an%20online%20indoctrination%20and%20training%20programme%20specifically%20targeting%20women%20under%20the%20banner%20%E2%80%9CTufat%20al-Muminat.%E2%80%9D%20This%20initiative%2C%20led%20by%20the%20sisters%20of%20JeM%E2%80%99s%20founder%20Masood%20Azhar%2C%20is%20being%20conducted%20through%20encrypted%20messaging%20apps%20and%20social%20media%2C%20enabling%20the%20group%20to%20recruit%20women%20into%20its%20new%20women%27s%20wing%2C%20Jamaat-ul-Mominaat.%20This%20tactic%20marks%20a%20notable%20shift%20in%20JeM%27s%20operational%20strategy%2C%20intensifying%20concerns%20that%20women%20may%20soon%20be%20deployed%20in%20sabotage%20and%20terror%20missions%20against%20Indian%20targets.%20The%20programme%20is%20believed%20to%20include%20modules%20on%20religious%20extremism%20and%20bomb-making%2C%20and%20is%20aimed%20at%20radicalizing%20and%20mobilizing%20young%20women%20for%20active%20roles%20in%20violent%20jihad.%20The%20move%20comes%20against%20the%20backdrop%20of%20Indian%20airstrikes%2C%20like%20the%20Balakot%20operation%20in%202019%2C%20which%20significantly%20damaged%20JeM%E2%80%99s%20infrastructure%20and%20forced%20it%20to%20adapt%20its%20methods%20by%20relocating%20bases%20and%20pushing%20aggressive%20fundraising.%20Despite%20Pakistan%27s%20repeated%20claims%20of%20acting%20against%20terror%20outfits%2C%20the%20persistence%20and%20evolution%20of%20groups%20like%20JeM%20threaten%20regional%20stability%2C%20putting%20Indian%20security%20agencies%20on%20heightened%20alert.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
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https://wa.me/?text=%2ADrone%20strike%20near%20Indo-Myanmar%20border%20kills%20five%20NSCN-K%20militants.%2A%0A_22-Oct-25_%0AA%20recent%20drone%20strike%20targeting%20the%20insurgent%20group%20NSCN-K%20%28Yung%20Aung%29%20near%20the%20India-Myanmar%20border%20in%20Arunachal%20Pradesh%20resulted%20in%20the%20deaths%20of%20five%20militants%2C%20including%20bodyguards%20of%20a%20senior%20leader.%20This%20follows%20an%20earlier%20attack%20on%20October%2016%2C%20where%20insurgents%20ambushed%20an%20Assam%20Rifles%20company%20operating%20base%2C%20injuring%20two%20personnel.%20In%20response%2C%20NSCN-K%20condemned%20the%20drone%20strikes%2C%20alleging%20civilian%20casualties%2C%20including%20a%20man%20and%20an%208-year-old%20girl%2C%20and%20labeling%20the%20attacks%20as%20violations%20of%20international%20norms.%20These%20developments%20highlight%20the%20ongoing%20tensions%20in%20the%20region%20and%20the%20Indian%20government%27s%20commitment%20to%20counter-terrorism%20efforts%2C%20emphasizing%20its%20resolve%20to%20address%20threats%20from%20insurgent%20groups%20while%20navigating%20complex%20humanitarian%20concerns.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
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https://wa.me/?text=%2AJaguar%20Land%20Rover%20hack%20costs%20UK%20economy%20%242.5%20billion%2C%20report%20reveals.%2A%0A_22-Oct-25_%0AThe%20recent%20cyber%20attack%20on%20Jaguar%20Land%20Rover%20%28JLR%29%2C%20a%20subsidiary%20of%20Tata%20Motors%2C%20has%20been%20classified%20as%20the%20most%20economically%20damaging%20cyber%20event%20in%20UK%20history%2C%20incurring%20an%20estimated%20cost%20of%20%C2%A31.9%20billion%20%28approximately%20%242.55%20billion%29.%20According%20to%20a%20report%20from%20the%20Cyber%20Monitoring%20Centre%20%28CMC%29%2C%20the%20incident%2C%20which%20began%20on%20September%201%2C%20led%20to%20a%20five-week%20halt%20in%20production%20and%20affected%20over%205%2C000%20businesses%20within%20JLR%27s%20supply%20chain.%20The%20ongoing%20fallout%20is%20expected%20to%20delay%20full%20recovery%20until%20January%202026.%20The%20attack%20has%20been%20categorized%20as%20a%20Category%203%20systemic%20event%2C%20indicating%20significant%20disruption%2C%20and%20highlights%20the%20urgent%20need%20for%20better%20cybersecurity%20measures%20among%20organizations.%20As%20JLR%20gradually%20resumes%20manufacturing%2C%20having%20incurred%20losses%20of%20about%20%C2%A350%20million%20weekly%2C%20the%20incident%20serves%20as%20a%20stark%20reminder%20of%20the%20vulnerabilities%20faced%20by%20major%20corporations%20in%20an%20increasingly%20digital%20landscape.%20The%20British%20government%27s%20provision%20of%20a%20%C2%A31.5%20billion%20loan%20guarantee%20aims%20to%20support%20the%20company%20and%20its%20suppliers%20during%20this%20challenging%20period.%20This%20situation%20underscores%20the%20critical%20importance%20of%20robust%20cybersecurity%20frameworks%20to%20protect%20vital%20industry%20sectors%20from%20potential%20threats%2C%20which%20is%20particularly%20relevant%20as%20global%20geopolitical%20tensions%20heighten%20the%20risks%20associated%20with%20cyber%20warfare.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
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safeguarding vulnerable populations in the digital age,
reinforcing Meta's commitment to creating a safer
online environment.

Chinese hackers exploit SharePoint
vulnerability, targeting organizations

globally.

22-Oct-25

Hackers associated with China have exploited a
vulnerability (CVE-2025-53770) in Microsoft SharePoint,
targeting various organizations across four continents,
including government agencies, universities, and
finance institutions. The attacks, reported by
cybersecurity firm Symantec, began shortly after the
vulnerability was disclosed as a zero-day exploit. Threat
groups such as Budworm and Storm-2603 have utilized
sophisticated tactics, including webshells and
backdoors, to gain persistent access and execute
commands. This incident underscores a troubling trend
of state-sponsored cyber intrusions, revealing the
necessity for enhanced cybersecurity measures and
international collaboration to safeguard sensitive data
and infrastructure against such persistent threats.

Europe's Cyber Blueprint Enhances
Regional Cooperation Against

Threats

22-Oct-25

In June 2025, the European Union adopted the Cyber
Crisis Management Blueprint, a framework designed to
enhance collective cyber resilience among member
states in response to escalating cyber threats,
particularly from state-backed actors like Russia and
China. This initiative aims to standardize detection and
response  protocols  during crises, improve
interoperability, and facilitate rapid information sharing
through established networks. Key components include
the Cyber Solidarity Act and a cybersecurity reserve for
emergency expertise, which collectively strengthen the
EU's operational readiness. The Blueprint serves not
only as a robust model for EU nations but also offers
valuable lessons for other regional entities,
emphasizing the necessity of coordinated responses in
an increasingly interconnected and vulnerable cyber
landscape.

Cyber attack on Jaguar Land Rover costs UK
£1.9 billion, highlighting cybersecurity
vulnerabilities.

22-Oct-25

A recent cyber attack on Jaguar Land Rover has
reportedly cost the UK automotive giant approximately

£1.9 billion. This incident underscores the increasing
vulnerability of major corporations to cyber threats,
prompting discussions about the necessity for
enhanced cybersecurity measures across industries.
The financial impact of such attacks raises concerns
not only for individual companies but also for national
economic stability, given the potential disruptions in
supply chains and consumer trust. As businesses
become more interconnected, the need for robust
defense mechanisms against cyber threats becomes
increasingly critical, reflecting a broader trend that
nations, including India, must consider in their strategic
defense planning to protect critical infrastructure and
economic interests.

NLSIU alumni to host Cyber Vidhi Sangam
2025 on cybersecurity, law.

22-Oct-25

The National Law School India University (NLSIU)
alumni will host Cyber Vidhi Sangam 2025, a techno-
legal conclave focused on law, cybersecurity, and
strategic governance, on October 24 in Bengaluru. The
event aims to foster dialogue among legal scholars,
policymakers, corporate CISOs, enforcement officials,
and entrepreneurs to shape India's cyber-legal
framework amidst evolving technologies and the
implementation of the Digital Personal Data Protection
Act. By bridging the gap between technological
innovation and legal frameworks, the conclave seeks to
influence policy and promote industry collaboration.
This initiative highlights the urgent need for
comprehensive governance in the rapidly advancing
digital landscape, underscoring India's commitment to
safeguarding data and enhancing cybersecurity
measures.

CERT-In Alerts Chrome Users about Severe
Remote Code Execution Flaw

22-Oct-25

The Indian Computer Emergency Response Team
(CERT-In) has issued a high-severity warning regarding
a remote code execution vulnerability affecting Google
Chrome on desktop systems. This flaw could allow
attackers to execute arbitrary code, potentially leading
to full system compromise or service disruptions. The
vulnerability impacts versions of Chrome prior to
141.0.7390.122/.123 on Windows, macOS, and Linux.
CERT-In recommends users promptly update their
browsers to the latest version, with Google confirming
that the fix was included in its recent Stable Channel
Update on October 21, 2025. The significance of this
advisory underscores the critical need for vigilance in
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India Strengthens Cybersecurity with
TRAI's New Verification Measures

22-Oct-25

In a strategic move to bolster India’s cybersecurity
framework, the Telecom Regulatory Authority of India
(TRAI) has convened a significant meeting with top
regulators and industry leaders to combat rising threats
such as spam, phishing, and cyber fraud. The meeting,
which included representatives from the Reserve Bank
of India and major tech firms, focused on proposals for
enhanced security measures, including real-time
credential validation and mandatory whitelisting of
communication links used in financial services. TRAIl's
initiatives aim to restore consumer trust in digital
transactions, particularly through a new 1600-series
numbering plan for the BFSI sector. This collaborative
effort underscores the importance of a unified
approach in safeguarding digital ecosystems, reflecting
India’s commitment to enhancing cybersecurity in its
rapidly growing digital economy.

Phishing email disguised as Microsoft
highlights rising cyber threat

sophistication.

22-Oct-25

A recent incident involving a deceptive phishing email
highlights the growing sophistication of cybercriminal
tactics. A Reddit user received a seemingly legitimate
password reset email from “rnicrosoft.com," which
cleverly masqueraded as a Microsoft communication
by closely imitating its branding. The sender's address,
featuring a subtle alteration in the domain, nearly
tricked the user into compromising personal
information. This homograph scam reflects an alarming
trend where cyber threats mimic trusted sources with
high precision, making them harder to detect.
Cybersecurity experts emphasize the importance of
vigilance, urging users to verify sender domains and
avoid clicking on email links, underscoring the critical
need for public awareness in the face of evolving cyber
threats.

ROSTEC's Secret Ties with China on
Electronic Warfare Exposed

22-Oct-25

A recent leak revealed ROSTEC's covert collaboration
with Chinese companies on advanced electronic
warfare systems, showcasing internal correspondence
and classified data. The documents indicate that

Chinese systems were tested during Russia's military
actions in Ukraine, with a focus on countering Ukrainian
drone communications. Additionally, ROSTEC appears
to have engaged in industrial espionage to gain insights
into China's electronic components. This disclosure
highlights Russia's efforts to circumvent Western
sanctions and maintain technological advances
through international partnerships. The implications of
such cooperation could challenge regional security
dynamics, particularly for countries like India that are
closely monitoring developments in electronic warfare
capabilities amid rising geopolitical tensions.

Al enhances personal cybercrime threats,
experts warn at Hacked 2.0
session.

22-Oct-25

(© SHARE

At the recent Hacked 2.0 session hosted by the
National Forensic Sciences University on October 15,
2025, cybersecurity experts Professor Parag Rughani
and Associate Professor Nilay Mistry warned that
artificial intelligence is transforming cybercrime into
increasingly personal and psychologically manipulative
threats. The experts demonstrated how Al tools enable
cybercriminals to craft convincing phishing emails by
studying victims' social media profiles, writing styles,
and communication patterns for precision targeting.
Notable cases presented included a North Gujarat
construction company exploited through outdated
Windows XP systems for fraudulent international call
bills, and a disturbing incident from January 2025
where a retired CEO was blackmailed using Al-
generated obscene content created from a WhatsApp
video call. The session emphasized that modern Al-
driven attacks utilize deepfake technology, fake social
media conversations, and sophisticated impersonation
techniques, making timely reporting and cultivating
cyber vigilance critical for combating these evolving
digital threats that pose significant risks to individuals
and organizations

Mil Personnel & Veterans

Rajnath Singh awards Neeraj Chopra
honorary Lieutenant Colonel rank in
Territorial Army.

22-Oct-25

On October 22, 2025, Raksha Mantri Shri Rajnath Singh
conferred the honorary rank of Lieutenant Colonel in the
Territorial Army to acclaimed javelin thrower Neeraj
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Chopra during a ceremony in New Delhi. Celebrated as
a symbol of perseverance and national pride, Chopra, a
two-time Olympic medalist, has made significant
contributions to Indian athletics, notably becoming the
first Indian to win an Olympic Gold Medal in track and
field at the Tokyo 2020 Olympics. His ongoing
achievements, including a Silver Medal at the Paris
2024 Olympics and a Gold at the 2023 World
Championships, highlight the potential of sports to
inspire national pride and unity. This honor underscores
the Indian Armed Forces' recognition of excellence
beyond military service, fostering a deeper connection
between sports and national identity.

Trump Nominates Lt. Gen. Christopher
LaNeve as New Army Vice Chief, Replacing
Mingus After Less Than Two Years

22-Oct-2025

President Donald Trump has nominated Lt. Gen.
Christopher LaNeve to be the next Vice Chief of Staff of
the U.S. Army, replacing Gen. James Mingus, who has
served in the position since January 2024. The
nomination, posted in congressional records on
October 20, 2025, comes as part of a series of changes
in senior military leadership under Trump and Defense
Secretary Pete Hegseth. Mingus, who has held the post
for less than two years, has not publicly indicated plans
to step down and will continue his duties focusing on
warfighting and soldier welfare. LaNeve, currently
Defense Secretary Hegseth’s senior military aide, would
be promoted to general if confirmed by the Senate. His
prior roles include commanding the Eighth Army in
South Korea and leading the 82nd Airborne Division.
The timing of LaNeve's confirmation hearing remains
unknown.

Government issues gazette honoring
gallantry awardees for Operation Sindoor
and other missions.

22-Oct-25

The Central Government issued a Gazette notification
on October 21, 2025, honoring gallantry awardees from
various operations, prominently including Operation
Sindoor. The notification listed 127 gallantry awards
and 40 distinguished service awards approved by
President Droupadi Murmu. Among the honored
personnel are Indian Air Force and Indian Army
members recognized for their exceptional courage and
leadership. Group Captain Animesh Patni of the Indian
Air Force received the Vir Chakra for commanding a
strategic Surface-to-Air Missile squadron during
Operation Sindoor, notably for orchestrating a record-

breaking 314-km surface-to-air missile strike that
neutralized a high-value enemy target without losses.
Colonel Koshank Lamba earned the Vir Chakra for
flawlessly leading the first-ever air mobilization of a
specialized equipment battery with secrecy, while
Lieutenant Colonel Sushil Bisht was awarded for his
decisive role in a counter-terrorism operation destroying
enemy camps. The awards reflect extraordinary bravery
and strategic success across air and ground
operations, illustrating the valor of India's armed forces
in safeguarding national security and underscoring the
government's commitment to recognizing their
sacrifices amidst ongoing geopolitical challenges. 290
personnel also received Mention-in-Despatches in the
same notification.

SharonPly honors army veterans turned
analysts at #1AmStrongest Awards 2025 in

Chennai.

22-Oct-25

SharonPly hosted the 6th edition of the #IAmStrongest
Awards in Chennai, recognizing army veterans who
transitioned into defense analysts and commentators,
thereby continuing their service to the nation. The event,
themed "Voices that stood behind the nation’s recent
glory," honored figures such as Lt. Gen. S. Harimohan
lyer and Maj. Gen. Rajiv Narayanan for their
contributions to national security discourse. Vishnu
Khemani, the founder of SharonPly, emphasized that
strength is not solely embodied in uniform but also in
wisdom and analysis. This initiative highlights the
significant role of veterans in shaping public
understanding of military strategies and national
resilience, reinforcing their value in contemporary
society.

DMA launches cleanliness drives
enhancing efficiency in defense
establishments.

22-Oct-25

The Department of Military Affairs is spearheading
Special Campaign 5.0 from October 2 to 31, 2025,
focusing on cleanliness and efficiency improvements
across India's defense establishments. In the first half
of the campaign, 139,484 files were reviewed, 1,443
sites cleaned, and 157 rules simplified to streamline
processes. Notably, scrap disposal has generated
$10.89 crores in revenue, reflecting resource
optimization. The campaign targets enhanced
workplace hygiene, better space management, and the
disposal of outdated records, with a strong emphasis
on addressing public grievances and ensuring
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accountability among government bodies. Progress is
monitored daily to meet set goals. This drive aligns with
broader defense reforms declared for 2025, aimed at
operational readiness, transparency, and governance
efficiency, strengthening India’s strategic posture by
promoting disciplined administration and
responsiveness within the armed forces and related
establishments. The campaign reinforces national
priorities for good governance and supports the armed
forces' commitment to operational excellence.

Centre seeks SC clarification on gender-
neutral hiring for armed forces.

22-Oct-25

The Indian Centre has requested the Supreme Court to
clarify that its August judgment mandating gender-
neutral recruitment applies only to the Army's Judge
Advocate General (JAG) branch, not extending to other
services within the Indian Armed Forces. The Centre
argues that the ruling, which includes a 50% reservation
for women, contradicts the principles of meritocracy
and could lead to the exclusion of more qualified male
candidates, thereby impacting operational efficiency.
This legal debate highlights the tension between gender
equality and the imperative of maintaining high
standards within the military, reflecting broader societal
discussions on gender roles in traditionally male-
dominated fields. The outcome could set a precedent
influencing future recruitment policies across the Indian
defense services.

Miscellaneous

President Murmu's helicopter briefly sinks
into wet concrete at Kerala

helipad.

22-Oct-25

During President Droupadi Murmu's visit to Sabarimala,
an Indian Air Force (IAF) helicopter encountered a brief
but concerning incident when its wheels sank into wet
concrete at a hastily constructed temporary helipad in
Pramadam, Kerala. This occurred shortly after the
President disembarked, prompting approximately 30
police personnel to assist in extracting the aircraft from
the depression created by the soft surface. Kerala's
Director General of Police clarified that the helicopter
landed about five feet from the designated spot, which
had not fully dried, and asserted that there was no
security lapse. The decision to land at Pramadam
instead of the original location at Nilakkal was made
due to inclement weather. This incident highlights the

need for meticulous planning and execution in security
operations, particularly concerning the transportation of
high-profile officials. The quick construction of the
helipad, which took place merely 12 hours prior to the
landing, raises questions regarding the adequacy of
pre-visit assessments and contingency planning.
Authorities are expected to conduct a thorough review,
ensuring that lessons are learned to prevent similar
occurrences in the future, thereby enhancing the overall
safety protocols for executive transport in India.

Indian and Chinese troops exchange sweets
for Diwali along LAC.

22-Oct-25

On Diwali, Indian Army personnel engaged in a
customary exchange of sweets with their Chinese
counterparts at multiple locations along the Line of
Actual Control (LAC), underscoring efforts to maintain
peace and stability in the region. Simultaneously, Indian
Air Force Chief Air Chief Marshal AP Singh celebrated
the festival with troops in Ladakh, emphasizing their
commitment in challenging high-altitude conditions as
winter approaches. Diplomatic progress has been
evident, with recent talks between National Security
Adviser Ajit Doval and Chinese Foreign Minister Wang
Yi, resulting in agreements aimed at effective border
management and early resolution of boundary issues.
This exchange reflects not only military camaraderie
but also ongoing diplomatic efforts to enhance bilateral
relations amidst a complex security environment,
reinforcing India's commitment to peace and stability
along its borders.

President Murmu's historic Sabarimala
visit underscores faith and

tradition.

22-Oct-25

President Droupadi Murmu made history on Wednesday
by offering prayers at the Lord Ayyappa temple in
Sabarimala, becoming the first woman head of state to
do so. Emphasizing humility and tradition, she followed
every custom  meticulously, highlighting  her
commitment to faith. The visit, which included rituals
such as washing her feet in the Pamba river and
carrying the sacred Irumudi Kettu, was accompanied by
the Bharatiya Janata Party's message of respect for
religious practices. This pilgrimage not only marks a
significant moment in Indian history but also reinforces
the importance of cultural values and traditions in
governance, sending a strong signal about the unity of
faith and leadership in the country.
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Israel transfers 30 Palestinian bodies to
Gaza amid ongoing conflict

complexities.

22-Oct-25

On Wednesday, Israel transferred 30 Palestinian bodies
to Gaza, contributing to a total of 195 returned as part
of a ceasefire agreement. This development follows the
identification of remains of two additional Israeli
hostages, bringing the total number of hostages'
remains returned since October 10 to 15. This

exchange highlights the ongoing complexities of the
Israeli-Palestinian  conflict, where  humanitarian
gestures are intertwined with unresolved hostilities. The
broader significance lies in the fragile nature of
ceasefire arrangements, underlining the need for
sustained dialogue and negotiations to achieve lasting
peace and security in the region. As efforts continue,
the return of remains serves as a poignant reminder of
the human toll of conflict and the imperative for
resolution.
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