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SWANDEF 636.2 60595 @ +4.99%
TECHERA 24815 2395 +3.61%

AXISCADES 1724.2 | 1682.8 +2.46%
HBLPOWER 889.0 871.15 +2.05%
WALCHANNAG @ 198.5 195.61 +1.48%

Top Losers
URAVIDEF 236.79 246.27 -3.85%
TANEJAERO 381.55 395.6 -3.55%
SIKA 1268.05 1306.1 -2.91%
TEMBO 545.95 561.55 -2.78%
COCHINSHIP | 1796.8 1839.8 -2.34%

Defense Business and Industry

IAF considers direct Su-57E purchase as
interim solution amid AMCA

delays.

08-Oct-25

In a notable shift in the Indian Air Force's (IAF)
procurement strategy, discussions are intensifying
regarding a direct purchase of Russia's Su-57E stealth
fighter as a stop-gap measure while awaiting the
Advanced Medium Combat Aircraft (AMCA) project,
which is projected for mass production in the
mid-2030s. Former IAF Chief Air Chief Marshal B.S.
Dhanoa indicated that an evaluation of the Su-57 was
previously submitted to the government, emphasizing
its classified nature. Amidst ongoing tensions with
Pakistan and China, the IAF is facing a shortfall,
currently operating only 31 squadrons against an
authorized 42. The Su-57E is seen as a necessary
interim  solution to enhance capabilities, with
procurement plans suggesting an initial order of 40-60
aircraft to bolster deterrence in a two-front scenario.
However, concerns remain regarding the aircraft's
operational maturity and reliability, given Russia's
limited production run and persistent issues with
engine performance. The urgency for quick induction
raises questions about balancing immediate needs with
long-term indigenous development, particularly as India
prioritizes expanding its Rafale fleet for proven
interoperability. This strategic recalibration reflects a
complex interplay of geopolitical dynamics, budgetary
constraints, and evolving defense requirements
essential for India's aerial dominance in the region.

Tamil Nadu aims for Rs 75,000 crore
defence investment by 2032.

08-Oct-25

Tamil Nadu Chief Minister M.K. Stalin announced the
state's ambition to attract Rs 75,000 crore in defence
and aerospace investments by 2032 during the
AeroDefCon25 event in Chennai. He emphasized the
readiness of the state for investments across all
districts and highlighted the significance of the Tamil
Nadu Defence Industrial Corridor as a pivotal element
for future growth in the sector. With over 3,000
delegates from 18 countries engaging in extensive B2B
meetings, the state aims to position itself as a global
hub for aerospace and defence industries. The
commitment to supporting armed forces and fostering
industrial partnerships is expected to enhance India's
strategic manufacturing capabilities and bolster its
position in the global defence landscape.

IT stock rises 4% after Indian Navy awards
major defense contract.

08-Oct-25

Softvan Limited, a subsidiary of Sahana Systems, has
secured a Rs. 7.74 crore contract from the Indian Navy
to upgrade its RF and Non-RF infrastructure, aimed at
enhancing defense communication and testing
capabilities by April 2026. The contract, awarded
through the Government e-Marketplace (GeM), is a
testament to Softvan’s growing expertise in executing
high-technology projects critical for India's defense
sector. Following the announcement, Sahana Systems'
shares rose approximately 4%, reflecting investor
confidence in the company’s strategic direction and
financial health, evidenced by a significant year-on-year
revenue increase of 156%. This development
underscores India's commitment to modernizing its
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defense capabilities and the vital role of the private
sector in advancing military technology.

Dassault proposes 60% local assembly for
Rafale jets in India.

08-Oct-25

French aerospace company Dassault Aviation has
enhanced its proposal to supply 114 Rafale fighter jets
to the Indian Air Force, committing to 60% local
assembly in Nagpur as part of India’s Atmanirbhar
Bharat initiative. The deal, valued at over $20 billion,
aims to bolster India’s defense capabilities amid
competition from other global manufacturers. Key
features include rapid production timelines, advanced
upgrades, and integration of next-gen technologies like
Collaborative Combat Aircraft capabilities, although
concerns remain over the indigenous sensor suite and
reliance on Dassault for future integrations. This
proposal not only addresses critical squadron
shortages but also strengthens India's aerospace
manufacturing ecosystem, reinforcing its strategic
autonomy in defense.

HAL Integrates Ice Breaker ALCM with
Tejas Mk1A, Enhancing Strike

Capabilities.

08-Oct-25

Hindustan Aeronautics Limited (HAL) is set to integrate
Israel's advanced Ice Breaker air-launched cruise
missile (ALCM) with the indigenous Tejas Mk1A fighter
aircraft, enhancing its capabilities for precision strike
missions in high-threat environments. The Ice Breaker,
boasting a range exceeding 300 km and Al-powered
targeting, aligns with the Indian Air Force's (IAF) shift
towards network-centric warfare. This collaboration,
also incorporating I1Als Rampage missile, underscores a
strategic partnership between India and Israel to
diversify standoff arsenals amidst regional tensions,
particularly with China and Pakistan. The integration is
expected to elevate the Tejas from a tactical to a
versatile strike asset, bolstering India's defense
readiness and positioning its aerospace sector for
potential global exports.

CVRDE Issues RFI for 800 HP Transmission
for Zorawar Tank Development

08-Oct-25

The Combat Vehicles Research and Development
Establishment (CVRDE) has issued a Request for
Information (RFI) for the development of an 800 HP
automatic transmission designed for next-generation
tracked vehicles, specifically the Zorawar Light Tank.

This initiative aims to enhance India’s armored warfare
capabilities by fostering indigenization, with a focus on
lightweight, high-performance powertrains for modern
combat environments. The proposed transmission
features advanced hydrodynamic technology for
smooth gear shifts and improved thermal management,
aligning with the Atmanirbhar Bharat initiative's goal of
70% indigenization by 2030. This development is
significant as it underscores India's commitment to
self-reliance in defense technology, positioning Indian
forces to effectively counter threats in diverse
operational terrains.

IAF upgrades 200 Su-30MKI fighters to 4.7-
gen with Al and advanced radar.

08-Oct-25

The Indian Air Force (IAF) has announced a significant
upgrade program for nearly 200 Su-30MKI fighters,
transitioning them into a 4.7-generation platform with
advanced features such as the Virupaksha GaN AESA
radar and an Al-enhanced cockpit. This initiative, named
Super Sukhoi, aims to extend the operational life of
these aircraft beyond 2050, enhancing their capabilities
against advanced adversaries like China's J-20. The
upgrades include cutting-edge avionics, improved
electronic warfare systems, and integration with
indigenous technologies, emphasizing a commitment
to self-reliance through 70-80% indigenization. This
modernization effort underscores the IAF’s strategy to
maintain air superiority in rapidly evolving geopolitical
scenarios, ensuring the Su-30MKI remains a formidable
asset in India's defense arsenal.

India-Russia to finalize RVV-BD missile
deal for Su-30MKI upgrades.

08-Oct-25

India and Russia are finalizing a landmark deal for the
RVV-BD missile, an export variant of the R-37M, to
enhance the Indian Air Force's capabilities against
regional threats. Tailored for the Su-30MKI fleet, this
missile boasts a 200 km range and hypersonic speeds
exceeding Mach 6, making it a formidable opponent in
beyond-visual-range engagements. The deal, valued at
approximately $1.5 billion for 200-300 units, also
includes technology transfer and potential licensed
production under the Make in India initiative. As India
fortifies its aerial defenses amid escalating tensions,
the integration of the RVV-BD is crucial for countering
advancements in adversaries' missile technology,
particularly from Pakistan and China, reinforcing the
Indo-Russian defense partnership.
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SSS Defence urges focus on indigenous
arms over foreign imports
08-Oct-25

Vivek Krishnan, CEO of SSS Defence, has criticized the
import lobby in India's defense sector, advocating for
prioritizing indigenous small arms manufacturing over
foreign imports. In a recent statement on X, he
condemned the practice of ‘screwdrivergiri,
emphasizing the need for genuine indigenization that
incorporates substantial local components.
Highlighting his company's SABER sniper rifle as a
successful example, he argued that India should focus
on developing local alternatives to foreign designs,
especially in light of supply chain issues exacerbated by
geopolitical tensions. This push for self-reliance aligns
with India's defense strategy to enhance national
capabilities and reduce dependency on foreign
weaponry, emphasizing both operational readiness and
economic viability in the defense sector.

India achieves radar self-sufficiency;,
unveils next-gen surveillance

systems.

08-Oct-25

India has achieved a significant milestone in defense
technology as the Defence Research and Development
Organisation (DRDO) Chief, Dr. Samir V. Kamat,
announced full self-sufficiency in radar systems,
meeting world-class standards across various
operational domains. The nation now boasts a
comprehensive range of radar capabilities, from
airborne and ship-based systems to long-range tracking
for ballistic missile defense and cloud-based
technologies for enhanced situational awareness. This
advancement not only fortifies India's defense
preparedness but also minimizes reliance on foreign
suppliers, facilitating cost reductions and quicker
upgrades tailored to domestic needs. The ongoing
focus on next-generation radar technologies, including
AESA and Al-enabled systems, underscores India's
commitment to staying ahead of emerging threats,
reinforcing its strategic position in a rapidly evolving
geopolitical landscape.

DRDO's Akash-NG missile successfully
intercepts targets using EOTS

guidance.

08-Oct-25

In a significant advancement for India's air defense
capabilities, the Defence Research and Development
Organisation (DRDO) successfully conducted user trials

of the next-generation Akash-NG missile system,
demonstrating its ability to intercept targets solely
using the Electro-Optical Tracking System (EOTS). This
innovative guidance method, which avoids radar
emissions, enhances stealth and survivability against
enemy detection and anti-radiation missiles. During the
trials, the Akash-NG accurately hit a high-speed
Banshee drone, showcasing its operational flexibility
and precision against diverse aerial threats. The
integration of EOTS aligns with India's self-reliance
initiative, Atmanirbhar Bharat, and is pivotal in modern
conflicts characterized by electronic warfare,
reinforcing India's strategic defense posture in a
challenging regional environment.

CSIR proposes versatile unmanned ground
vehicles for enhanced combat

flexibility.

08-Oct-25

In a significant move to enhance India's unmanned
systems capabilities, the Council of Scientific and
Industrial Research (CSIR) has proposed the
development of a Medium-Class Unmanned Ground
Vehicle (UGV) with interchangeable wheeled and
tracked configurations. This innovative design aims to
improve operational flexibility in diverse combat
environments, enabling rapid adaptation to varied
terrains. Armed with modular weapon systems, these
vehicles can undertake missions ranging from
reconnaissance to logistics support, while also capable
of integrating advanced technologies like autonomous
navigation and Al-driven decision-making. The initiative
underscores India's commitment to advancing
indigenous defense technologies, fostering cooperation
among research institutions and the private sector, and
enhancing the operational effectiveness of the Indian
Armed Forces in contemporary warfare scenarios.

MoU signed to boost Al-driven drone
capabilities for Indian Army.

08-Oct-25

The 515 Army Base Workshop (515 ABW) and
IndyASTRA Technologies Private Limited have signed a
Memorandum of Understanding (MoU) aimed at
enhancing Al-enabled drone capabilities for the Indian
Army's Land Systems. This collaboration focuses on
technology infusion in drone manufacturing, particularly
in developing an Al-enabled Flight Control System and a
Standard Drone Operating Platform. By providing
technical consultancy, IndyASTRA will assist in
evaluating drone technologies to ensure compliance
with Army standards, thereby strengthening indigenous
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capabilities and reducing import dependence on
unmanned systems. This initiative is significant as it
promises to expedite the deployment of advanced
drone solutions, ultimately enhancing operational
efficiency and readiness within the Indian Army.

TEJAS fighter jet enhances versatility with
open architecture for diverse

weapons.

08-Oct-25

The TEJAS fighter jet, India's indigenous light combat
aircraft, showcases remarkable versatility through its
open architecture and modular avionics, facilitating the
integration of diverse weaponry from both Western and
Eastern origins, including advanced missiles and
precision munitions. Notably, its payload capacity
allows for multiple configurations across its eight hard-
points, enhancing its offensive and defensive
capabilities while maintaining agility. Equipped with the
indigenously developed Uttam AESA radar, TEJAS
significantly improves situational awareness and
combat survivability. This development not only
underscores India's growing technological competence
in combat aviation but also lays a strong foundation for
future programs like the Advanced Medium Combat
Aircraft (AMCA) and MK-2, reinforcing the nation’s
commitment to self-reliance in defense.

Geopolitics and Security Alliances

India strengthens defense ties with
Maldives, reaffirming 'Neighbourhood
First' policy during key dialogue.

08-Oct-25

In a significant move to strengthen defense and
security ties, India reaffirmed its 'Neighbourhood First'
policy during a recent two-day visit by Defence
Secretary Rajesh Kumar Singh to the Maldives.
Engaging with key Maldivian officials, including Foreign
Affairs Minister Abdulla Khaleel and National Security
Advisor lbrahim Latheef, discussions encompassed
military cooperation, capacity building, and emerging
maritime challenges in the Indian Ocean Region (IOR).
This visit marked the sixth Annual Defence Cooperation
Dialogue, where both nations explored avenues to
enhance bilateral ties and reinforced their commitment
to shared peace and stability across the IOR. The
dialogues also built upon the outcomes of prior
meetings, such as the High-Level Core Group's session
in New Delhi, which focused on a Comprehensive

Economic and Maritime Security Partnership. As
Maldives stands as a crucial maritime neighbor for
India, these initiatives reflect ongoing efforts to
maintain strategic partnerships and enhance regional
security, showcasing India's proactive approach in
addressing emerging challenges within its sphere of
influence. The continuous engagement underscores the
significance of collaborative defense strategies in
promoting stability and cooperation in the IOR, aligning
with India's broader geopolitical objectives.

INS Kadmatt's Makassar visit enhances
India-Indonesia naval ties in Indo-

Pacific.

08-Oct-25

The Indian Navy's INS Kadmatt, an indigenously
designed anti-submarine warfare corvette, recently
conducted a three-day operational turnaround in
Makassar, Indonesia, as part of its Indo-Pacific
deployment. This visit aimed to foster naval
partnerships and share best practices between the
Indian and Indonesian navies, emphasizing the
importance of interoperability and maritime safety in
the region. The discussions during the visit reinforced
the strategic collaboration under India's Act East Policy,
highlighting both nations' commitment to ensuring
security across vital sea lanes in the Indo-Pacific. The
INS Kadmatt, commissioned in 2016 and built under the
Make in India initiative, is equipped with advanced
combat systems and sensors, demonstrating India's
growing technological capabilities in maritime defense.
The engagement also follows Indonesian President
Prabowo Subianto's earlier visit to India, where both
leaders reaffirmed their commitment to enhancing
maritime security cooperation, including initiatives for
crime prevention at sea and joint naval training. This
development signifies India's proactive approach to
strengthening regional maritime governance and
multilateral cooperation, reinforcing its role as a key
contributor to regional peace and stability amidst
evolving geopolitical dynamics in the Indo-Pacific.

Modi and Putin aim to strengthen India-
Russia ties before December

summit.

08-Oct-25
Prime Minister Modi and President Putin have
discussed enhancing the India-Russia strategic

partnership in anticipation of the upcoming 23rd Annual
India-Russia Summit in December. They reviewed key
bilateral developments, emphasizing cooperation in
defense production, trade diversification, and advanced
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technology sectors. Both leaders expressed
satisfaction with the trajectory of their relations,
highlighting India's independent foreign policy and
governance achievements, which have positioned it as
a significant global player. The summit aims to
establish new frameworks for collaboration in energy
trade and connectivity, reflecting a dynamic adaptation
to global geopolitical changes and underscoring the
importance of the India-Russia alliance in a shifting
international landscape.

Rajnath Singh visits Sydney to strengthen
India-Australia defense ties.

08-Oct-25

Defence Minister Rajnath Singh arrived in Sydney on
October 8 to enhance strategic and defence
cooperation between India and Australia. His visit
includes the signing of a Memorandum of
Understanding on submarine search and rescue
cooperation, and an agreement on the Terms of
Reference for Joint Staff Talks, alongside a classified
defence intelligence sharing arrangement. Singh's
agenda features high-level meetings with Australian
leaders, discussions on Indo-Pacific  security
challenges, and participation in a Defence Industry
Round Table. This visit underscores the strengthening
of the Comprehensive Strategic Partnership, aimed at
bolstering maritime security and collaborative defence
initiatives in a region facing increasing geopolitical
tensions.

EU must adopt a unified strategy against
Russia's hybrid warfare threats.

08-Oct-25

European Commission President Ursula von der Leyen
emphasized the need for a comprehensive response to
Russia’'s hybrid warfare tactics, which include recent
drone incidents and airspace violations threatening
European unity and security. In her address at the
European Parliament, she characterized these actions
as part of a deliberate campaign aimed at unsettling
citizens and undermining support for Ukraine. While
von der Leyen did not attribute all incidents directly to
Russia, she underscored the necessity for Europe to
adopt a unified approach that transcends traditional
defense measures. This development highlights the
urgency for European nations to enhance their
collective defense strategies and address hybrid
threats effectively, reinforcing the importance of unity
and resilience in the face of external challenges.

China studies Ukraine war to refine
military strategies for Taiwan.

08-Oct-25

The ongoing war in Ukraine has become a pivotal
learning ground for China’s People’s Liberation Army
(PLA), which is closely observing both Russia’s
challenges and Ukraine’s resilience. Experts highlight
that the PLA is evolving its military strategies,
particularly in integrating joint operations across air,
land, and sea, while preparing for a potential conflict
over Taiwan. Key insights from the Ukraine conflict
underscore the importance of logistics, the use of
unmanned systems, and the geopolitical complexities
faced by aggressors. As China enhances its military
capabilities, regional actors, including India, must adapt
strategically to counter any potential aggression and
safeguard sovereignty in an increasingly tense Indo-
Pacific environment. The situation emphasizes the
necessity for robust defense preparedness and
international cooperation among allied nations.

US Congress warns of China's illegal
expansion threatening Indo-Pacific

stability.

08-Oct-25

The US Congress has raised alarms over China's
strategic expansion in the Indo-Pacific, likening its
tactics to Russia's actions in Crimea. Senator Chris
Coons highlighted that China employs incremental and
coercive measures to assert control over the South
China Sea, where it has unlawfully established military
installations on artificial islands despite international
court rulings against such claims. Experts testify that
this ‘"gray-zone war" aims to undermine regional
stability and weaken Taiwan's resolve while avoiding
direct military confrontation with the United States. This
situation underscores the need for a robust response
from allies, including India, to counteract China's
aggressive territorial ambitions and maintain the rules-
based order in the region.

Moscow Meeting Solidifies Regional
Support for Peaceful, Independent
Afghanistan with India's
Participation.

08-Oct-25

The 7th Moscow Format Meeting reaffirmed collective
support for an independent and peaceful Afghanistan,
with India participating alongside regional nations. For
the first time, Afghanistan's acting Foreign Minister
Amir Khan Mottaqgi represented the Taliban-led
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government, which is seen as a step towards its
integration into regional dialogue. The meeting
emphasized economic engagement, humanitarian
assistance, and the necessity for coordinated counter-
terrorism efforts, highlighting the threats posed by
terrorism to regional stability. Participants collectively
rejected foreign military deployments in Afghanistan,
advocating for a recovery process free from external
interference. This dialogue underscores the importance
of regional frameworks in fostering long-term peace
and development, while stressing the need for
accountability from nations involved in Afghanistan’s
past instability.

PM Modi Engages with US Delegation to
Strengthen Bilateral Ties

08-Oct-25

Prime Minister Narendra Modi met with a US delegation
led by Walter Russell Mead to discuss strengthening
India-US  ties, emphasizing their partnership's
importance for global peace and prosperity. The
conversation highlighted ongoing Bilateral Trade
Agreement negotiations amid challenges posed by US
tariffs on Indian goods, with no fixed timeline for
resolution. Additionally, India is advancing its Free
Trade Agreement talks with the European Union and
pursuing collaborations with Qatar, showcasing active
diplomatic engagements. These efforts underscore
India's strategic focus on enhancing economic
partnerships and addressing trade issues, reflecting a
balanced approach to fostering international relations
and economic growth amidst complex global
dynamics.

UK PM Keir Starmer arrives in Mumbai for
strategic partnership talks.

08-Oct-25

UK Prime Minister Keir Starmer arrived in Mumbai for
his inaugural official visit, welcomed by Maharashtra's
top leaders. This meeting with Prime Minister Narendra
Modi on October 9 aims to assess progress under the
India-UK Comprehensive Strategic Partnership aligned
with Vision 2035, focusing on the recently signed
Comprehensive Economic and Trade Agreement
(CETA). The leaders will engage with industry leaders to
explore opportunities in sectors such as technology,
clean energy, and finance, while also discussing Indo-
Pacific security and counterterrorism. Starmer's visit
underscores the continued political and economic
collaboration between India and the UK, reinforcing
their commitment to mutual growth and strategic
alignment in a rapidly evolving global landscape.

Military Operations

Search operation launched for two missing
soldiers in Kokernag, Kashmir.

08-Oct-25

Two soldiers of the Indian Army, part of the elite 5 PARA
unit, have been reported missing in the dense Gadole
forest area of Kokernag in South Kashmir since October
6, 2025. They were conducting a combing operation as
part of an ongoing anti-terror drive when
communication was lost during adverse weather
conditions, including heavy rainfall. A large-scale search
operation has been initiated, involving Army units,
Jammu & Kashmir Police, and support from local
communities, with aerial reconnaissance enhancing
ground efforts. Officials have ruled out immediate terror
involvement in the incident and believe the soldiers may
have inadvertently strayed from their location during the
operation. This situation underscores the challenging
operational environment faced by security forces in
Jammu and Kashmir, where adverse weather and
rugged terrain can complicate missions, particularly in
areas with a history of militant activity. The joint efforts
of local communities and security personnel highlight
the collaborative approach required to maintain security
in the region, reflecting the commitment of the Indian
Army to ensure the safety of its personnel while
simultaneously addressing security concerns in a
volatile area. The outcome of this search operation will
not only impact the families of the missing soldiers but
also the broader security landscape in Kashmir, where
the presence of the Army is critical for counter-
terrorism efforts and local stability.

Army Commanders Conference in Delhi
emphasizes readiness and

reforms.

08-Oct-25

The Indian Army's second Army Commanders
Conference (ACC) of 2025 concluded in Delhi,
emphasizing operational readiness, structural reforms,
and personnel welfare. This two-day conference served
as a critical platform for the Army's senior leadership to
assess the current security landscape and align
strategic priorities, particularly in preparing for
Integrated Theatre Commands (ITCs). Discussions
focused on enhancing organizational resilience,
improving operational effectiveness at the field level,
and fostering jointness among the armed services to
ensure a rapid response to emerging threats. The
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outcomes of this conference are significant as they
reflect the Army's commitment to evolving its
operational framework to meet contemporary
challenges and optimize resources for maximum
combat efficiency.

Indian Army and local authorities prevent
tragedy in Tulail, J-K.

08-Oct-25

In a commendable display of coordination between the
Indian Army and civil administration, a major tragedy
was averted in Tulail, Jammu and Kashmir, on October
8. A fire erupted in the area, damaging multiple houses
and prompting swift action from local authorities and
Army personnel, who successfully evacuated residents
and provided relief and medical assistance. Similarly,
on September 20, the Chinar Corps responded to a fire
in Anantnag district caused by an electrical short
circuit, effectively rescuing residents and mitigating
further losses. These incidents underscore the Indian
Army's commitment to public safety and its proactive
role in disaster management, enhancing community
resilience in sensitive regions of the country.

President lauds armed forces for jointness
in Operation Sindoor against

terrorism.

08-Oct-25

President Droupadi Murmu commended the Indian
armed forces for their demonstration of jointness and
strategic foresight during Operation Sindoor, which
effectively dismantled terror infrastructure across the
Line of Control. Speaking to national defense college
members, she emphasized that India's security
framework is grounded in national interests and
universal values, highlighting ongoing structural
reforms such as the establishment of the Department

of Military Affairs. The President noted India's
transformation into a technologically advanced,
combat-ready force capable of multi-domain

operations, underscoring the importance of agility in
response to emerging security challenges. This
development not only reflects India's commitment to
national security but also its dedication to regional
stability in an evolving geopolitical landscape.

BSF inspector dies while combating cattle
smuggling at Bangladesh border.

08-Oct-25

A 59-year-old Border Security Force (BSF) inspector,
Kapil Deo Singh, tragically lost his life while attempting
to prevent a cattle smuggling incident along the

Bangladesh border in West Bengal. The incident
occurred on October 4, near the Agra border outpost,
where Singh was leading an ambush against
smugglers. During the confrontation, the smugglers
attacked the BSF troops, prompting the use of non-
lethal rounds. Inspector Singh, while pursuing the
criminals, fell in marshy terrain and lost consciousness,
later pronounced dead at a hospital. This event
underscores the ongoing challenges faced by Indian
border security personnel in combating illegal activities
and highlights the need for continued vigilance and
support for the forces protecting the nation's borders.

Infiltration attempts down in J-K due to
improved BSF surveillance.

08-Oct-25

Infiltration attempts along the Line of Control (LoC) in
Jammu and Kashmir have seen a significant decline
due to enhanced surveillance and alertness of security
forces, according to a senior officer from the Border
Security Force (BSF). Intelligence indicates that
approximately 100 to 120 terrorists are stationed at
launch pads in Pakistan-occupied Kashmir, awaiting
opportunities to infiltrate. The BSF's use of modern
surveillance technology and area domination strategies
have been pivotal in thwarting infiltration efforts.
Concerns over the potential collaboration between
terrorist outfits like Lashkar-e-Taiba and the Islamic
State are being closely monitored, with operational
plans being adapted accordingly. This development
underscores India's proactive measures in counter-
terrorism and the effectiveness of its defense
strategies in safeguarding national security.

Terrorism and Counterterrorism

Indian agencies alert on Hefazat-e-Islam’s
radical influence from

Bangladesh.

08-Oct-25

Indian agencies are closely monitoring the activities of
the Bangladesh-based radical group Hefazat-e-Islam
(Hel), which poses a potential threat of cross-border
radicalism as it seeks to undermine women's rights and
persecute minorities in Bangladesh. Hel, aligned with
Jamaat-e-Islami, has attempted to infiltrate India
through radical ideologies and illegal immigration,
raising concerns over its influence in northeastern
states and West Bengal. The group aims to gain
political power ahead of upcoming elections, which
could destabilize relations between India and
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Bangladesh. Given Hel’s historical animosity towards
India and its aspirations for an Islamic state, Indian
security officials stress the necessity of vigilance to
prevent communal tensions and potential violence in
the region.

Intense Anti-Terror Operation in Rajouri by
Army, CRPF, and Police.

08-Oct-25

A fierce encounter erupted in Beeranthub, Rajouri, as
the Jammu and Kashmir Police's Special Operations
Group initiated a search operation based on credible
intelligence regarding suspected militants. Following a
firefight with armed terrorists, reinforcements from the
Indian Army and Central Reserve Police Force (CRPF)
were deployed to secure the area, with additional
operations simultaneously launched in Udhampur
district. The Poonch-Rajouri region, identified as a terror
hotspot, has faced increased infiltration attempts,
necessitating heightened security measures. This
operation underscores the Indian security forces'
commitment to neutralizing terrorist threats and
restoring peace in the region, reflecting the ongoing
resilience and vigilance of India's counter-insurgency
efforts amidst persistent challenges.

Cybersecurity and Information Warfare

New framework enhances 5G security,
addressing vulnerabilities and ensuring

privacy.

08-Oct-25

A PhD student at the University of Portsmouth has
developed a promising framework  named
FedLLMGuard to enhance security in 5G wireless
communications, addressing vulnerabilities inherent in
these networks due to their dynamic nature and high
data volumes. This innovative approach combines large
language models with federated learning to enable real-
time detection of abnormalities while safeguarding user
privacy. As 5G networks play a crucial role in various
sectors, including healthcare and finance, this
advancement is significant in mitigating cyber threats
and ensuring robust data protection. The broader
implications of this research highlight the necessity of
securing next-generation communication technologies
as they become increasingly integral to modern
infrastructure.

Google launches AI Vulnerability Reward
Program to enhance security.

08-Oct-25

Google has initiated an Al Vulnerability Reward Program
(Al VRP) aimed at incentivizing researchers to identify
and responsibly report security vulnerabilities in its Al
systems. This program offers base rewards of up to
$20,000 for significant product flaws, with potential
multipliers increasing payouts to as much as $30,000
for high-quality reports. However, Google clarified that
certain content-related issues, including jailbreaks and
prompt injections, are outside the scope of this
program and should be reported through other
channels due to their complexity. This initiative
underscores the growing importance of cybersecurity in
Al development, reflecting a proactive approach to
enhancing the safety and reliability of Al technologies in
an increasingly digital landscape.

GovWare 2025 in Singapore to showcase
future trends in cybersecurity.

08-Oct-25

GovWare 2025, a premier cybersecurity event in
Singapore, will convene over 13,000 professionals from
more than 90 countries to discuss the evolving cyber
threat landscape under the theme "Cyberspace: Of
Starbursts, Black Holes, and Last Frontiers." Prominent
speakers, including leaders from Cisco and Google, will
address resilience strategies and the intersection of
cybersecurity with technology and policy. The event
promises extensive networking opportunities and
showcases from over 300 exhibitors, featuring
innovations in various sectors. With a growing
emphasis on global cyber cooperation, GovWare 2025
is poised to be a critical platform for advancing digital
trust and addressing emerging security challenges in an
increasingly interconnected world.

OpenAl suspends ChatGPT accounts tied to
Chinese hackers developing

malware.

08-Oct-25

OpenAl has suspended multiple ChatGPT accounts
linked to Chinese-speaking hackers involved in the
development of malware and phishing tools, coinciding
with the documented threat cluster UTA0388, which
has targeted Taiwan's semiconductor sector and
various U.S. institutions. The banned accounts engaged
in sophisticated cyber activities, including crafting
phishing emails in multiple languages and automating
reconnaissance.  OpenAl's  enforcement  action
emphasizes its commitment to robust policy measures
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and collaboration with security partners, as no novel
offensive capabilities were identified through its
models. This incident highlights the growing misuse of
Al tools in cyber operations, underscoring the need for
continuous vigilance and adaptive defenses in the
cybersecurity landscape.

Nokia report highlights rising
cybersecurity threats to telecom

networks.

08-Oct-25

Nokia's 11th annual Threat Intelligence Report
underscores a troubling rise in cybersecurity threats
facing the telecom sector, with incidents like the breach
at SK Telecom exemplifying the vulnerability of core
infrastructures. The report reveals a significant increase
in sophisticated cyberattacks, including terabit-scale
DDoS attacks, which now pose a daily threat, often
exploiting unpatched devices and human errors.
Alarmingly, over 100 million residential endpoints are
exposed to potential exploitation. Nokia emphasizes
the necessity for telecom operators to enhance security
through Al-driven analytics and shared threat
intelligence to transform vulnerabilities into resilience,
underlining the critical importance of robust
cybersecurity frameworks in  an increasingly
interconnected world. This highlights the urgent need
for proactive measures in protecting sensitive
telecommunications  networks amid  escalating
geopolitical tensions.

SEBI launches quantum-safe cybersecurity
plan to protect capital markets by

2028,

08-Oct-25

The Securities and Exchange Board of India (SEBI) has
announced a strategic initiative to safeguard India's
capital markets from potential threats posed by
quantum computing, with a target operational date set
for 2028. SEBI Chairman Tuhin Kanta Pandey
emphasized the necessity of preparing for the
disruptive nature of quantum technology, which could
compromise traditional encryption systems. The action
plan involves a phased approach—discovery,
preparation, and implementation—tailored to ensure
that all regulated entities become quantum-ready. This
initiative is significant as it underscores India's
commitment to maintaining the integrity of its financial
systems in the face of emerging technological
challenges, thereby enhancing the resilience and
security of the nation's capital markets.

CEA drafts 2025 regulations to enhance
cyber security in power sector.

08-Oct-25

The Central Electricity Authority (CEA) has released
draft regulations for Cyber Security in the Power Sector,
2025, aimed at bolstering defenses against cyber
threats within this critical infrastructure. Central to the
regulations is the establishment of the Computer
Security Incident Response Team - Power (CSIRT-
Power), tasked with managing and analyzing cyber
incidents. The regulations mandate each entity to
appoint a Chief Information Security Officer (CISO)
responsible for reporting incidents and implementing
security measures, including annual cyber security
audits. This initiative underscores India's commitment
to securing its power sector, which is vital for national
stability and economic growth, reflecting a proactive
approach to mitigate rising cyber risks in the energy
domain.

GAIL launches Cyber Security Awareness
Month 2025 to enhance national
cybersecurity vigilance.

08-Oct-25

GAIL (India) Limited inaugurated Cyber Security
Awareness Month (CSAM) 2025 at its Corporate Office
in New Delhi, emphasizing the critical role of
cybersecurity in protecting national infrastructure.
Director R. K. Jain highlighted the theme "Cyber Jagrit
Bharat" set by the National Security Council Secretariat,
urging collective responsibility among all employees for
cybersecurity vigilance. GAIL is enhancing its security
measures through Security Operations Centres, training
programs, and IT/OT integration. The month-long
initiative will feature various activities and knowledge-
sharing sessions aimed at fostering a culture of
cybersecurity awareness among employees and their
families. This initiative underscores the urgency of
robust cybersecurity practices as vital to safeguarding
essential services within the nation’s critical
infrastructure.

Red Hat faces severe data breach with
massive extortion threat.

08-Oct-25

A significant data breach has unfolded at Red Hat,
involving the criminal group 'Crimson Collective, which
claims to have exfiltrated approximately 570 GB of data
from a GitLab instance utilized by Red Hat's consulting
division. This breach reportedly includes tens of
thousands of internal repositories and sensitive
Customer Engagement Reports, prompting an extortion

October 08,2025

Page 9

DefenceProfessionals.in Daily Update


https://wa.me/?text=%2ANokia%20report%20highlights%20rising%20cybersecurity%20threats%20to%20telecom%20networks.%2A%0A_08-Oct-25_%0ANokia%27s%2011th%20annual%20Threat%20Intelligence%20Report%20underscores%20a%20troubling%20rise%20in%20cybersecurity%20threats%20facing%20the%20telecom%20sector%2C%20with%20incidents%20like%20the%20breach%20at%20SK%20Telecom%20exemplifying%20the%20vulnerability%20of%20core%20infrastructures.%20The%20report%20reveals%20a%20significant%20increase%20in%20sophisticated%20cyberattacks%2C%20including%20terabit-scale%20DDoS%20attacks%2C%20which%20now%20pose%20a%20daily%20threat%2C%20often%20exploiting%20unpatched%20devices%20and%20human%20errors.%20Alarmingly%2C%20over%20100%20million%20residential%20endpoints%20are%20exposed%20to%20potential%20exploitation.%20Nokia%20emphasizes%20the%20necessity%20for%20telecom%20operators%20to%20enhance%20security%20through%20AI-driven%20analytics%20and%20shared%20threat%20intelligence%20to%20transform%20vulnerabilities%20into%20resilience%2C%20underlining%20the%20critical%20importance%20of%20robust%20cybersecurity%20frameworks%20in%20an%20increasingly%20interconnected%20world.%20This%20highlights%20the%20urgent%20need%20for%20proactive%20measures%20in%20protecting%20sensitive%20telecommunications%20networks%20amid%20escalating%20geopolitical%20tensions.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2ANokia%20report%20highlights%20rising%20cybersecurity%20threats%20to%20telecom%20networks.%2A%0A_08-Oct-25_%0ANokia%27s%2011th%20annual%20Threat%20Intelligence%20Report%20underscores%20a%20troubling%20rise%20in%20cybersecurity%20threats%20facing%20the%20telecom%20sector%2C%20with%20incidents%20like%20the%20breach%20at%20SK%20Telecom%20exemplifying%20the%20vulnerability%20of%20core%20infrastructures.%20The%20report%20reveals%20a%20significant%20increase%20in%20sophisticated%20cyberattacks%2C%20including%20terabit-scale%20DDoS%20attacks%2C%20which%20now%20pose%20a%20daily%20threat%2C%20often%20exploiting%20unpatched%20devices%20and%20human%20errors.%20Alarmingly%2C%20over%20100%20million%20residential%20endpoints%20are%20exposed%20to%20potential%20exploitation.%20Nokia%20emphasizes%20the%20necessity%20for%20telecom%20operators%20to%20enhance%20security%20through%20AI-driven%20analytics%20and%20shared%20threat%20intelligence%20to%20transform%20vulnerabilities%20into%20resilience%2C%20underlining%20the%20critical%20importance%20of%20robust%20cybersecurity%20frameworks%20in%20an%20increasingly%20interconnected%20world.%20This%20highlights%20the%20urgent%20need%20for%20proactive%20measures%20in%20protecting%20sensitive%20telecommunications%20networks%20amid%20escalating%20geopolitical%20tensions.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2ASEBI%20launches%20quantum-safe%20cybersecurity%20plan%20to%20protect%20capital%20markets%20by%202028.%2A%0A_08-Oct-25_%0AThe%20Securities%20and%20Exchange%20Board%20of%20India%20%28SEBI%29%20has%20announced%20a%20strategic%20initiative%20to%20safeguard%20India%27s%20capital%20markets%20from%20potential%20threats%20posed%20by%20quantum%20computing%2C%20with%20a%20target%20operational%20date%20set%20for%202028.%20SEBI%20Chairman%20Tuhin%20Kanta%20Pandey%20emphasized%20the%20necessity%20of%20preparing%20for%20the%20disruptive%20nature%20of%20quantum%20technology%2C%20which%20could%20compromise%20traditional%20encryption%20systems.%20The%20action%20plan%20involves%20a%20phased%20approach%E2%80%94discovery%2C%20preparation%2C%20and%20implementation%E2%80%94tailored%20to%20ensure%20that%20all%20regulated%20entities%20become%20quantum-ready.%20This%20initiative%20is%20significant%20as%20it%20underscores%20India%27s%20commitment%20to%20maintaining%20the%20integrity%20of%20its%20financial%20systems%20in%20the%20face%20of%20emerging%20technological%20challenges%2C%20thereby%20enhancing%20the%20resilience%20and%20security%20of%20the%20nation%27s%20capital%20markets.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2ASEBI%20launches%20quantum-safe%20cybersecurity%20plan%20to%20protect%20capital%20markets%20by%202028.%2A%0A_08-Oct-25_%0AThe%20Securities%20and%20Exchange%20Board%20of%20India%20%28SEBI%29%20has%20announced%20a%20strategic%20initiative%20to%20safeguard%20India%27s%20capital%20markets%20from%20potential%20threats%20posed%20by%20quantum%20computing%2C%20with%20a%20target%20operational%20date%20set%20for%202028.%20SEBI%20Chairman%20Tuhin%20Kanta%20Pandey%20emphasized%20the%20necessity%20of%20preparing%20for%20the%20disruptive%20nature%20of%20quantum%20technology%2C%20which%20could%20compromise%20traditional%20encryption%20systems.%20The%20action%20plan%20involves%20a%20phased%20approach%E2%80%94discovery%2C%20preparation%2C%20and%20implementation%E2%80%94tailored%20to%20ensure%20that%20all%20regulated%20entities%20become%20quantum-ready.%20This%20initiative%20is%20significant%20as%20it%20underscores%20India%27s%20commitment%20to%20maintaining%20the%20integrity%20of%20its%20financial%20systems%20in%20the%20face%20of%20emerging%20technological%20challenges%2C%20thereby%20enhancing%20the%20resilience%20and%20security%20of%20the%20nation%27s%20capital%20markets.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2ACEA%20drafts%202025%20regulations%20to%20enhance%20cyber%20security%20in%20power%20sector.%2A%0A_08-Oct-25_%0AThe%20Central%20Electricity%20Authority%20%28CEA%29%20has%20released%20draft%20regulations%20for%20Cyber%20Security%20in%20the%20Power%20Sector%2C%202025%2C%20aimed%20at%20bolstering%20defenses%20against%20cyber%20threats%20within%20this%20critical%20infrastructure.%20Central%20to%20the%20regulations%20is%20the%20establishment%20of%20the%20Computer%20Security%20Incident%20Response%20Team%20%E2%80%93%20Power%20%28CSIRT%E2%80%93Power%29%2C%20tasked%20with%20managing%20and%20analyzing%20cyber%20incidents.%20The%20regulations%20mandate%20each%20entity%20to%20appoint%20a%20Chief%20Information%20Security%20Officer%20%28CISO%29%20responsible%20for%20reporting%20incidents%20and%20implementing%20security%20measures%2C%20including%20annual%20cyber%20security%20audits.%20This%20initiative%20underscores%20India%27s%20commitment%20to%20securing%20its%20power%20sector%2C%20which%20is%20vital%20for%20national%20stability%20and%20economic%20growth%2C%20reflecting%20a%20proactive%20approach%20to%20mitigate%20rising%20cyber%20risks%20in%20the%20energy%20domain.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2ACEA%20drafts%202025%20regulations%20to%20enhance%20cyber%20security%20in%20power%20sector.%2A%0A_08-Oct-25_%0AThe%20Central%20Electricity%20Authority%20%28CEA%29%20has%20released%20draft%20regulations%20for%20Cyber%20Security%20in%20the%20Power%20Sector%2C%202025%2C%20aimed%20at%20bolstering%20defenses%20against%20cyber%20threats%20within%20this%20critical%20infrastructure.%20Central%20to%20the%20regulations%20is%20the%20establishment%20of%20the%20Computer%20Security%20Incident%20Response%20Team%20%E2%80%93%20Power%20%28CSIRT%E2%80%93Power%29%2C%20tasked%20with%20managing%20and%20analyzing%20cyber%20incidents.%20The%20regulations%20mandate%20each%20entity%20to%20appoint%20a%20Chief%20Information%20Security%20Officer%20%28CISO%29%20responsible%20for%20reporting%20incidents%20and%20implementing%20security%20measures%2C%20including%20annual%20cyber%20security%20audits.%20This%20initiative%20underscores%20India%27s%20commitment%20to%20securing%20its%20power%20sector%2C%20which%20is%20vital%20for%20national%20stability%20and%20economic%20growth%2C%20reflecting%20a%20proactive%20approach%20to%20mitigate%20rising%20cyber%20risks%20in%20the%20energy%20domain.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2AGAIL%20launches%20Cyber%20Security%20Awareness%20Month%202025%20to%20enhance%20national%20cybersecurity%20vigilance.%2A%0A_08-Oct-25_%0AGAIL%20%28India%29%20Limited%20inaugurated%20Cyber%20Security%20Awareness%20Month%20%28CSAM%29%202025%20at%20its%20Corporate%20Office%20in%20New%20Delhi%2C%20emphasizing%20the%20critical%20role%20of%20cybersecurity%20in%20protecting%20national%20infrastructure.%20Director%20R.%20K.%20Jain%20highlighted%20the%20theme%20%22Cyber%20Jagrit%20Bharat%22%20set%20by%20the%20National%20Security%20Council%20Secretariat%2C%20urging%20collective%20responsibility%20among%20all%20employees%20for%20cybersecurity%20vigilance.%20GAIL%20is%20enhancing%20its%20security%20measures%20through%20Security%20Operations%20Centres%2C%20training%20programs%2C%20and%20IT/OT%20integration.%20The%20month-long%20initiative%20will%20feature%20various%20activities%20and%20knowledge-sharing%20sessions%20aimed%20at%20fostering%20a%20culture%20of%20cybersecurity%20awareness%20among%20employees%20and%20their%20families.%20This%20initiative%20underscores%20the%20urgency%20of%20robust%20cybersecurity%20practices%20as%20vital%20to%20safeguarding%20essential%20services%20within%20the%20nation%E2%80%99s%20critical%20infrastructure.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2AGAIL%20launches%20Cyber%20Security%20Awareness%20Month%202025%20to%20enhance%20national%20cybersecurity%20vigilance.%2A%0A_08-Oct-25_%0AGAIL%20%28India%29%20Limited%20inaugurated%20Cyber%20Security%20Awareness%20Month%20%28CSAM%29%202025%20at%20its%20Corporate%20Office%20in%20New%20Delhi%2C%20emphasizing%20the%20critical%20role%20of%20cybersecurity%20in%20protecting%20national%20infrastructure.%20Director%20R.%20K.%20Jain%20highlighted%20the%20theme%20%22Cyber%20Jagrit%20Bharat%22%20set%20by%20the%20National%20Security%20Council%20Secretariat%2C%20urging%20collective%20responsibility%20among%20all%20employees%20for%20cybersecurity%20vigilance.%20GAIL%20is%20enhancing%20its%20security%20measures%20through%20Security%20Operations%20Centres%2C%20training%20programs%2C%20and%20IT/OT%20integration.%20The%20month-long%20initiative%20will%20feature%20various%20activities%20and%20knowledge-sharing%20sessions%20aimed%20at%20fostering%20a%20culture%20of%20cybersecurity%20awareness%20among%20employees%20and%20their%20families.%20This%20initiative%20underscores%20the%20urgency%20of%20robust%20cybersecurity%20practices%20as%20vital%20to%20safeguarding%20essential%20services%20within%20the%20nation%E2%80%99s%20critical%20infrastructure.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2ARed%20Hat%20faces%20severe%20data%20breach%20with%20massive%20extortion%20threat.%2A%0A_08-Oct-25_%0AA%20significant%20data%20breach%20has%20unfolded%20at%20Red%20Hat%2C%20involving%20the%20criminal%20group%20%27Crimson%20Collective%2C%27%20which%20claims%20to%20have%20exfiltrated%20approximately%20570%20GB%20of%20data%20from%20a%20GitLab%20instance%20utilized%20by%20Red%20Hat%27s%20consulting%20division.%20This%20breach%20reportedly%20includes%20tens%20of%20thousands%20of%20internal%20repositories%20and%20sensitive%20Customer%20Engagement%20Reports%2C%20prompting%20an%20extortion%20campaign%20in%20collaboration%20with%20a%20group%20linked%20to%20Scattered%20Lapsus%24/ShinyHunters.%20Red%20Hat%20has%20confirmed%20the%20incident%2C%20initiating%20an%20investigation%20and%20isolating%20the%20affected%20environment%20while%20urging%20customers%20with%20self-managed%20instances%20to%20enhance%20their%20security.%20This%20breach%20underscores%20the%20growing%20threat%20of%20cybercrime%20to%20sensitive%20corporate%20data%20and%20highlights%20the%20necessity%20for%20robust%20cybersecurity%20measures%20in%20safeguarding%20intellectual%20property%20and%20customer%20information.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D
https://wa.me/?text=%2ARed%20Hat%20faces%20severe%20data%20breach%20with%20massive%20extortion%20threat.%2A%0A_08-Oct-25_%0AA%20significant%20data%20breach%20has%20unfolded%20at%20Red%20Hat%2C%20involving%20the%20criminal%20group%20%27Crimson%20Collective%2C%27%20which%20claims%20to%20have%20exfiltrated%20approximately%20570%20GB%20of%20data%20from%20a%20GitLab%20instance%20utilized%20by%20Red%20Hat%27s%20consulting%20division.%20This%20breach%20reportedly%20includes%20tens%20of%20thousands%20of%20internal%20repositories%20and%20sensitive%20Customer%20Engagement%20Reports%2C%20prompting%20an%20extortion%20campaign%20in%20collaboration%20with%20a%20group%20linked%20to%20Scattered%20Lapsus%24/ShinyHunters.%20Red%20Hat%20has%20confirmed%20the%20incident%2C%20initiating%20an%20investigation%20and%20isolating%20the%20affected%20environment%20while%20urging%20customers%20with%20self-managed%20instances%20to%20enhance%20their%20security.%20This%20breach%20underscores%20the%20growing%20threat%20of%20cybercrime%20to%20sensitive%20corporate%20data%20and%20highlights%20the%20necessity%20for%20robust%20cybersecurity%20measures%20in%20safeguarding%20intellectual%20property%20and%20customer%20information.%0ASubscribe%20to%20Defence%20Professionals%20Whatsapp%20Channel%20-%20https%3A//whatsapp.com/channel/0029VarBKikDJ6H7TQH3760D

campaign in collaboration with a group linked to
Scattered Lapsus$/ShinyHunters. Red Hat has
confirmed the incident, initiating an investigation and
isolating the affected environment while urging
customers with self-managed instances to enhance
their security. This breach underscores the growing
threat of cybercrime to sensitive corporate data and
highlights the necessity for robust cybersecurity
measures in safeguarding intellectual property and
customer information.

CBI dismantles international cybercrime
networks targeting minors and

foreigners.

08-Oct-25

The Central Bureau of Investigation (CBI) has
successfully dismantled a transnational cybercrime
network involved in financial crimes and online sexual
offenses targeting minors and foreign nationals. In a
coordinated operation, aided by inputs from
international agencies including the FBI and German
authorities, the CBI arrested eight individuals and
identified 45 more linked to illegal call centers in New
Delhi, Amritsar, and Siliguri. The agency seized over
USD 66,000 in cash and blocked 30 associated bank
accounts. This operation underscores India's
commitment to combating cybercrime, protecting
vulnerable populations, and enhancing international
cooperation in law enforcement, thereby reinforcing the
nation's stance against global criminal networks.

Chinese hackers target U.S. law firms amid
ongoing cyber espionage tensions.

08-Oct-25

Chinese hackers have reportedly targeted multiple U.S.
law firms, including the prominent Williams & Connolly,
as part of a broader state-sponsored espionage
campaign aimed at gathering intelligence related to
U.S. national security and international trade. The FBI is
currently investigating these breaches, which involved
the exploitation of zero-day vulnerabilities. Williams &
Connolly has confirmed that a small number of attorney
email accounts were accessed, but asserts that no
confidential client data was extracted. The incident
underscores the ongoing cybersecurity threats posed
by nation-state actors, highlighting the imperative for
enhanced cybersecurity measures to protect sensitive
information within legal and corporate infrastructures.
This situation reflects the broader geopolitical tensions
between the U.S. and China, emphasizing the
importance of vigilance in safeguarding national
interests against cyber threats.

Qilin ransomware group claims hack on
Japan's Asahi Group, disrupting
production.

08-Oct-25

Qilin, a ransomware group known for its cyberattacks,
has claimed responsibility for a breach at Japan's Asahi
Group Holdings, disrupting production at its beer-
making subsidiary. The group allegedly stole over 9,300
files, amounting to 27 gigabytes of internal documents,
and posted these claims along with images on their
website. Asahi confirmed the hack on September 29
and resumed production at its six Japanese plants on
October 2. This incident highlights the growing threat of
ransomware attacks on critical industries globally,
emphasizing the need for robust cybersecurity
measures to protect essential services and prevent
potential operational disruptions that could extend
beyond financial losses.

Mil Personnel & Veterans

President Murmu leads nation in honoring
IAF's courage on Air Force Day.

08-Oct-25

President Droupadi Murmu led the nation in
commemorating the Indian Air Force (IAF) on its 93rd
Air Force Day, honoring the courage and dedication of
air warriors past and present. In her message, she
acknowledged the IAF's pivotal role in national security
and its commitment during humanitarian missions.
Union Home Minister Amit Shah and other leaders
extended their tributes, recognizing the IAF's
unwavering patriotism and sacrifices. The day serves
as a testament to the IAF's crucial contributions in
conflicts and disaster responses, underscoring its
technological advancements and strategic importance.
This celebration not only pays homage to the service
members but also reinforces the IAF's integral role in
India's defense strategy, enhancing national pride and
unity.

Tiger Division GOC honors war hero Bana
Singh for his bravery.

08-Oct-25

Major General Mukesh Bhanwala, General Officer
Commanding (GOC) of the Tiger Division, recently paid
tribute to Honorary Captain Bana Singh (Retd), the
Param Vir Chakra awardee, at his residence in RS Pura,
Jammu. Singh is renowned for his exceptional bravery
during Operation Rajiv in 1987, when he led the capture
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of the strategically significant Quaid Post on the
Siachen Glacier. The GOC praised Singh’s remarkable
contributions, emphasizing the importance of honoring
veterans who continue to inspire current and future
generations of soldiers. This visit underscores the
Indian Army's commitment to its veterans, reinforcing
the ethos of camaraderie and respect that binds
serving and retired personnel together, which is critical
for maintaining morale and unity within the armed
forces.

Indian Army implements new fitness
standards for all personnel by

2026.

08-Oct-25

The Indian Army has announced the introduction of
new fitness parameters, mandating physical tests for
all personnel, from Agniveers to Generals, effective
April 1, 2026. This Combined Physical Test (CPT) will
merge existing assessments into a standardized
regime, reflecting modern warfare's  evolving
operational requirements. The CPT will be conducted
biannually, with age-specific benchmarks to promote
inclusivity, alongside a grading system impacting
promotions and evaluations. The initiative underscores
the Army's commitment to maintaining combat
readiness through physical endurance and resilience,
while considering diverse environmental conditions
across the force. This development highlights the
importance of a well-rounded and physically capable
military in  addressing contemporary  security
challenges.

Army Chief honors Lt Col Mohanlal for
societal contributions and military

support.

08-Oct-25

Army Chief General Upendra Dwivedi honored Lt Col
(Honorary) Mohanlal, a celebrated Indian actor and
honorary officer of the Indian Army, for his significant
societal contributions and ongoing commitment to the
Armed Forces. Since receiving his honorary rank in
2009, Mohanlal has engaged in various philanthropic
efforts, notably aiding relief during the Wayanad Natural
Disaster in 2024. He is recognized not only for his
illustrious four-decade acting career but also for
championing social causes through the ViswaSanthi
Foundation. The Chief of Army Staff presented him with
the Commendation Card, underscoring the importance
of integrating cultural icons in fostering national pride
and support for the military, reflecting a strong civilian-
military connection pivotal for India’s societal cohesion.

Miscellaneous

Indian Air Force Day 2025: Celebrating 93
Years of Excellence and
Modernization

08-Oct-25

The 93rd anniversary of the Indian Air Force (IAF) was
celebrated at Hindon Air Force Station in Ghaziabad on
October 8, 2025, with a grand parade attended by high-
ranking military officials, including Chief of Defence
Staff General Anil Chauhan and Chief of Air Staff Air
Chief Marshal AP Singh. The celebrations prominently
featured tributes to Operation Sindoor, a decisive
military response to terrorist threats, which showcased
the IAF's capabilities and modern warfare strategies.
The event highlighted the evolution of the IAF from its
inception in 1932 to becoming the fourth largest air
force globally, emphasizing its critical role in national
security and humanitarian missions, as well as modern
technological advancements such as indigenous
platforms and the Integrated Air Command and Control
System (IACCS). A spectacular aerial display, including
modern aircraft like the Rafale and Sukhoi Su-30MKI,
along with historical planes like the MiG-21 Bison,
marked the occasion, reflecting the IAF's rich heritage
and operational excellence. Air Chief Marshal AP Singh
praised the force's courage and professionalism,
reinforcing air power's pivotal role in shaping strategic
military outcomes in contemporary conflicts. This
year's celebration also included recognition of the IAF's
expanding international engagements and a historic
achievement with Group Captain Shubhanshu Shukla's
space mission, marking a significant milestone in the
force's growing capabilities. The event not only
commemorated the IAF's past and present but also set
the stage for its future, underlining the importance of
air power in India's defense strategy amid a shifting
geopolitical landscape, showcasing the nation's
commitment to both safeguarding its skies and
providing humanitarian assistance.

Air Chief Marshal AP Singh Praises Success
of Operation Sindoor

08-Oct-25

On Indian Air Force Day, Air Chief Marshal AP Singh
celebrated the success of Operation Sindoor, which was
launched in response to a Pakistan-backed terrorist
attack in South Kashmir. He emphasized that the
operation exemplified the effectiveness of meticulous
planning, disciplined training, and the use of
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indigenously developed weaponry, which successfully
targeted key terrorist hubs in Pakistan and Pakistan-
occupied Kashmir, including Muridke and Bahawalpur,
home to terror organizations like Lashkar-e-Taiba and
Jaish-e-Mohammed. Singh highlighted how the
operation not only demonstrated India's offensive air
capabilities but also restored the significance of air
power in the national military strategy. Moreover, he
noted the effectiveness of India's air defense systems
in intercepting Pakistani drone and missile attacks,
thereby safeguarding vital assets and affirming the
readiness of the Indian Air Force in contemporary
warfare. The operation's success underscores India's
commitment to a robust defense posture and the
critical role of home-grown military technologies in
enhancing national security. The broader significance of
these developments lies in their potential to deter future
threats and reinforce India's strategic autonomy in an
increasingly volatile regional environment.

Indian Army introduces tent homestays
near China border to enhance security and
promote local habitation.

08-Oct-25

In a strategic move to enhance national security and
stimulate local economies, the Indian Army has
launched tent-based homestays in  Garbyang,
Uttarakhand, a border village near China and Nepal.
This initiative aims to promote permanent habitation in
sensitive areas, thereby providing logistical and
intelligence support to the armed forces while
simultaneously combating demographic decline. The
facilities, handed over to the local village committee for
management, signify a commitment to local
entrepreneurship and community engagement. Led by
Lieutenant General D.G. Mishra, this project
underscores the importance of a settled population in
border regions for both security and socio-economic
revitalization, marking a progressive step in India's
comprehensive defense strategy.

Air Chief Marshal arrives in vintage Ford
Galaxie at Air Force Day.

08-Oct-25

During the Air Force Day celebrations at Hindon Air
Base in Uttar Pradesh, Air Chief Marshal Amar Preet
Singh made a remarkable entrance in a vintage 1960s
Ford Galaxie V8, previously an official staff car for
Indian Air Force chiefs. This classic vehicle, noted for
its powerful 6.4-litre V8 engine and iconic design, was
used from 1969 to 1992 and is now preserved at the
Palam Air Force Museum, brought out for special

occasions. The event signifies not only a tribute to the
rich history of the Indian Air Force but also reflects the
leadership’s connection to its heritage, enhancing
national pride and unity within the armed forces. Such
displays underscore the importance of tradition in
fostering a sense of identity among personnel and the
public.

Piyush Goyal Discusses Strengthening
Trade Relations with Qatar

Officials

08-Oct-25

During his recent visit to Qatar, Indian Minister Piyush
Goyal engaged in discussions with key Qatari officials,
including the Trade Minister and the CEO of Qatar
Airways, to enhance bilateral trade relations. Goyal
emphasized the potential for collaboration in sectors
such as energy, infrastructure, and advanced
technology, aiming to leverage Qatar's investment
capacity while expanding Indian industry’s presence in
the Gulf region. Additionally, he urged Indian
professionals to contribute to the professional services
trade, enhancing cooperation beyond traditional
sectors. This multifaceted approach underscores
India's strategic intent to foster economic ties and
cultural links with Qatar, ultimately positioning Indian
businesses for greater opportunities in a rapidly
growing market.

France aims to attract 30,000 Indian
students by 2030 through the Choose
France Initiative.

08-Oct-25

France has set an ambitious target to attract 30,000
Indian students by 2030 under its Choose France
Initiative, reflecting a significant increase in Indian
enrollments, which saw a 17% rise this year. Currently,
10,000 Indian students are pursuing various disciplines,
primarily in management, with France offering over
1,600 English-taught programs. The initiative aims to
deepen academic and cultural ties and enhance
employability through exposure to advanced research in
innovation and technology. French officials emphasized
the importance of learning French for broader
international career opportunities, while financial
support, including 500 scholarships, aims to further
encourage Indian students to consider France as a
premier destination for higher education. The initiative
represents a strategic investment in educational
diplomacy that could bolster India-France relations.
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Modi commends IAF's valor and versatility
on Air Force Day.

08-Oct-25

On Air Force Day, Prime Minister Narendra Modi lauded
the valor and professionalism of the Indian Air Force
(IAF), expressing pride in their unwavering commitment
to service. He highlighted the IAF's exemplary role not
only in national defense but also in humanitarian efforts
during natural disasters, underscoring the force's
versatility and dedication. Modi's remarks come at a
time when the IAF is increasingly pivotal in India's
strategic posture, emphasizing the importance of air
power in contemporary warfare and disaster response.
This acknowledgment strengthens public support for
the armed forces and reinforces the government's
commitment to enhancing military capabilities, which
are essential for India's sovereignty and security in an
evolving geopolitical landscape.

Aviation Minister: Air India crash probe is
transparent and thorough.

08-Oct-25

Civil Aviation Minister K Rammohan Naidu has asserted
that there is no manipulation in the investigation into
the Air India crash that resulted in 260 fatalities on June
12, emphasizing that the Aircraft Accident Investigation
Bureau (AAIB) is conducting a thorough and rule-
abiding inquiry. The preliminary report indicated a
critical fuel supply cut-off to both engines shortly after
takeoff, leading to cockpit confusion. Concerns have

been raised by the Federation of Indian Pilots for a
judicial probe, alleging compromised investigations,
while families of the pilots have sought clarity amid
speculations regarding their mental state. The Supreme
Court criticized the selective release of findings,
highlighting the necessity for transparency in such a
tragic incident, which underlines the importance of
accountability in aviation safety and the protection of
reputations.

Indian youth surrenders to Ukraine after
fighting for Russia.

08-Oct-25

An Indian national, Majoti Sahil Mohamed Hussein from
Gujarat, has surrendered to Ukrainian forces after
reportedly fighting alongside the Russian military.
Hussein, who was sentenced to seven years in a
Russian prison on drug-related charges, claimed he
signed a military contract to avoid punishment.
Following a brief combat mission, he chose to
surrender, expressing his desire not to return to Russia.
The Indian Ministry of External Affairs is currently
investigating the situation, as there are rising concerns
about Indian nationals being coerced into serving with
Russian military units amid Russia's ongoing conflict in
Ukraine, which has resulted in several fatalities and
missing persons among Indian fighters. This incident
highlights the complex dynamics of international
military engagements and the vulnerabilities faced by
Indian citizens abroad.
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Defence Sector Stocks

Change

SWANDEF 636.2 636.2 636.2 636.2 2923 4.99 100.0 416.41 64.76
TECHERA 240.0 251.45 229.95 248.15 257600 3.61 66.02 215.61 181.61
AXISCADES 1719.0 1739.0 1682.8 1724.2 92291 2.46 64.83 1655.13 1061.5
HBLPOWER 873.0 898.7 855.0 889.0 1825643 2.05 64.98 850.31 603.92
WALCHANNAG 197.45 209.5 194.68 198.5 501867 1.48 51.72 202.28 207.84
AZAD 1647.5 1689.0 1635.0 1670.6 247782 14 55.73 1625.57 1563.36
ASTRAMICRO = 1119.95 1164.0 10979 11239 972799 0.75 58.57 1081.43 892.14
CFF 641.65 649.9 635.95 64475 20200 0.48 55.34 634.34 582.29
ROSSELLIND 64.94 65.0 63.63 64.03 23872 0.47 4407 64.56 68.41
APOLLO 332.2 | 338.05 329.75 331.85 2543275 0.38 60.58 330.55 172.2

LT | 3730.0 3760.0 3715.0 3729.8 1424633 0.0 60.74 3663.38 3500.82

PARAS = 707.05 723.75 705.0 710.75 522485 -0.01 52.88 708.6 635.87
MACPOWER 821.6 830.8 811.1 | 820.85 5310 -0.13 39.54 862.85 971.3
LOKESHMACH 188.15 193.7 186.7 190.1 42732 -0.18 4411 193.4 207.76
DCXINDIA 246.7 24792 243.0 | 246.02 336961 -0.28 38.32 261.45 284.37
SUNITATOOL 871.2 886.0 832.2 866.0 22000 -0.32 63.94 768.81 792.09
JYOTICNC 937.4 938.9 921.3 930.3 221244 -0.45 53.7 911.98 1069.63
MTARTECH | 1966.2 1988.5 1950.2 1956.8 189172 -0.48 72.15 1814.44 1542.78
GOODLUCK 1253.6 1256.0 1226.2 1245.7 175551 -0.61 57.5 1172.25 934.58
CENTUM | 2600.0 | 2645.0 25141 | 2606.5 53922 -0.65 46.83 2682.48 2077.23
ADANIENT | 2562.0 @ 2565.0 @ 2500.0 25241 1063357 -0.71 54.56 2506.27 2406.58
HIGHENE 631.7 635.0 611.0 614.0 4655 -0.82 £49.02 610.9 601.62
LMW | 14570.0 | 14580.0 & 14261.0 | 14453.0 4036 -0.83 435 14883.4 15772.43
DYNAMATECH | 69245 | 6924.5 6765.0 6839.0 11355 -0.84 48.75 6926.4 687712
ZENTEC 14379 1452.8 14211 1423.6 275405 -09 40.2 1503.71 1681.95
SOLARINDS | 14165.0 | 14238.0 @ 13940.0 @ 14007.0 58742 -0.96 47.58 14130.5 12855.92
DRONACHRYA 58.0 59.0 56.07 57.11 110000 -0.97 23.5 64.5 81.66
GRSE | 27247 | 2738.0 2663.0 2683.6 1078745 -0.99 55.22 2602.02 2161.02

HAL @ 4842.0 @ 48545 4762.9 4789.1 704075 -1.0 55.73 4782.94 4363.78
RELINFRA | 238.75 240.5 226.65 232.52 1007950 -1.1 33.63 252.73 289.4
PTC 167.49 167.95 164.75 165.23 855901 -1.17 32.03 171.12 167.28
IDEAFORGE | 494.35 495.85 485.1 486.5 163643 -1.21 42.05 512.77 484.88
NIBE | 141995 | 141995 1379.6 1381.0 6460 -1.25 52.79 1346.19 1416.39
KRISHNADEF 842.9 8429 819.0 822.5 12250 -1.28 53.21 815.74 769.78
BEML | 4344.0 | 43443 | 4250.0 4272.8 131201 -1.45 519 4290.99 3719.75
DATAPATTNS | 2822.0 2825.1 2771.6 2781.2 153943 -1.45 55.79 2731.75 2378.96
PREMEXPLN 651.85 659.0 632.25 642.25 917615 -1.5 64.51 591.17 482.86
MIDHANI | 388.95 390.8 381.65 382.85 190560 -1.57 45.33 394.39 354.46
BEL 410.4 412.0 4031 | 403.65 8668516 -1.62 54.25 403.02 340.23

MARINE 216.0 217.48 | 209.25 211.46 351883 -1.87 55.18 2119 200.13
RTNINDIA 52.5 52.62 51.0 51.28 1733289 -1.89 34.99 54.72 52.59
BHARATFORG 1217.0 1221.0 1183.0 1191.0 824378 2.12 45.36 122791 1188.33
MAZDOCK | 2876.0 @ 2885.0  2805.8 2814.7 618666 -2.19 46.71 2886.79 273717
BDL 1532.0 1534.8 1492.0 1495.3 858968 2.24 42.35 1557.15 1483.88

AVANTEL @ 208.75 212.36 1975 = 202.59 5569101 -2.29 66.16 184.47 141.06
COCHINSHIP | 1840.0 1842.5 1790.0 1796.8 1043352 2.34 48.31 1832.34 1663.1
TEMBO 555.0 569.0 541.1 545.95 30616 -2.78 36.15 591.65 568.03

SIKA 1323.0 1323.0 1261.4 | 1268.05 24881 291 56.56 1212.88 877.66
TANEJAERO 404.0 415.0 381.0 381.55 28841 -3.55 48.95 378.94 373.26
URAVIDEF | 25499 257.58 233.95 236.79 39241 -3.85 25.37 285.3 43398
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